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USA & WORLD

US schools gave kids laptops - then they spied on them.

WHO calls for climate action to assure sustained recovery.

Texas school shooting leaves four injured.

Justice Department: Threats against School Officials.
World experiencing a cybercrime pandemic.

Secret Service, FBI highlight successes of 2021.

Studies (1, 2) warn US could see 'twindemic.'

4 key points from Facebook whistleblower's testimony.
FDA authorizes ACON Laboratories Flowflex home test.
US deaths from virus in 2021 surpass 2020 total.

J&) seeks FDA clearance for booster shots.

Burnout isn't just fatigue. It's far more insidious.
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China purchased PCR tests months before first reported case of

COVID - findings challenge beginning of pandemic.

Study: Trends in anxiety & depression severity during pandemic.

NIH Director to step down by the end of year.

AstraZeneca asks FDA for emergency authorization for AZD7442

antibody treatment to prevent COVID.
How being unvaccinated can impact your wallet.

of Dollars
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« Outlays for unemployment compensation were
$80 billion (or 17 percent) lower in 2021 than in
2020.

« In both 2020 and 2021, spending on
unemployment compensation was significantly
higher than in 2019 because of enhanced
benefits authorized by the CARES Act that were
extended by the CAA and ARPA.

« Spending on those benefits reached its peak in
the summer of 2020.

« Outlays for unemployment compensation
declined in 2021.


https://www.theguardian.com/commentisfree/2021/oct/11/us-students-digital-surveillance-schools?CMP=oth_b-aplnews_d-1
https://www.who.int/news/item/11-10-2021-who-s-10-calls-for-climate-action-to-assure-sustained-recovery-from-covid-19
https://www.fox4news.com/news/school-shooting-reported-at-timberview-high-school-in-arlington
https://www.justice.gov/opa/pr/justice-department-addresses-violent-threats-against-school-officials-and-teachers
https://www.govinfosecurity.com/blogs/cybercrime-other-pandemic-p-3120
https://www.secretservice.gov/newsroom/releases/2021/10/secret-service-fbi-highlight-collaboration-and-investigative-successes
https://www.medrxiv.org/content/10.1101/2021.08.18.21262185v2
https://www.medrxiv.org/content/10.1101/2021.08.29.21262803v1
https://www.npr.org/2021/10/05/1043377310/facebook-whistleblower-frances-haugen-congress
https://www.fda.gov/news-events/press-announcements/coronavirus-covid-19-update-fda-authorizes-additional-otc-home-test-increase-access-rapid-testing
https://www.usatoday.com/story/news/health/2021/10/05/covid-vaccination-mask-mandates-health-care-workers/5994168001/
https://www.wlky.com/article/johnson-johnson-asks-fda-to-authorize-covid-19-vaccine-booster-shots/37865526
https://www.refinery29.com/en-us/2021/09/10692458/burnout-work-millennials-ambition-scam
https://www.newsweek.com/china-purchased-mass-quantity-pcr-tests-months-before-first-reported-case-covid-1635505
https://www.bloomberg.com/news/articles/2021-10-04/china-pcr-purchases-spiked-in-months-before-first-known-covid-cases-firm-says
https://www.cdc.gov/mmwr/volumes/70/wr/mm7040e3.htm?s_cid=mm7040e3_w
https://www.npr.org/sections/health-shots/2021/10/05/930886479/nih-francis-collins-resigns-national-institutes-health
https://www.nbcnews.com/health/health-news/astrazeneca-asks-fda-authorize-covid-antibody-treatment-n1280847
https://www.cnbc.com/2021/10/05/how-being-unvaccinated-against-covid-19-can-impact-your-wallet.html
https://www.cbo.gov/system/files/2021-10/57476-MBR.pdf

CALI FO RN IA EERIVERSIDE

770 new laws coming to California. o

« UCB prof awarded Nobel prize for research on minimum wage.

« San Jose apologizes to Chinese immigrants & their descendants.

« Emergency response team helps schools navigate wildfires.

« UCD & UCSF study: no significant difference in Delta viral
positivity load between vaccinated and unvaccinated - the
vaccinated can still infect others.

More than a quarter of UC lecturers don't return
to their jobs each year
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« Kaiser suspends thousands of employees who shunned vaccine. =

« UC Regents approve a controversial housing project at the site of ~
Berkeley’s historic People’s Park - litigation expected. B R :

+  Homes that survived the 2018 Camp Fire illustrate preventive "0 0 00 T
measures that likely helped houses resist wildfire.

* Commitment to m leading state out Of the pandemic. About a quarter or more of lecturers working one year

o I : : : disappear from UC employment rolls the following year
Newsom proclaims State of Emergency In response to oil spill.  J o o o 201 and 2020, according to s

« HB oil spill draws opposition to offshore oil production - Supply CalMatters analysis. The figures don't say why lecturers
. . . eave.
chain may have been a factor in disaster.

« Newsom vetoes bill that would have required law enforcement  The findings, together with union data that shows

lecturers on average work for two years at the UC,

officers to unde rgo regular traini ng. suggest that the university system relies on inexpensive
. . . . . . labor to educate its 285,000 students. But while about
« SpecOps soldiers evade ninja attack at California airport. 1,400 lecturers don't return annually, their overall ranks

keep growing at the UC.


https://calmatters.org/newsletters/whatmatters/2021/10/new-california-laws/
https://www.bbc.com/news/business-58870395
https://www.bbc.com/news/world-us-canada-58729097
https://edsource.org/2021/emergency-response-team-helps-california-schools-navigate-wildfires/661989
https://www.ucdavis.edu/health/covid-19/news/viral-loads-similar-between-vaccinated-and-unvaccinated-people
https://www.ocregister.com/2021/10/05/covid-kaiser-suspends-thousands-of-employees-who-shunned-vaccine-without-pay/
https://therealdeal.com/sanfrancisco/2021/10/05/university-of-california-regents-approves-housing-project-plan-for-berkeleys-historic-peoples-park/
https://www.hcd.ca.gov/building-standards/state-housing-law/wildland-urban-interface/docs/2010-part-2-cbc-ch7a.pdf
https://fireecology.springeropen.com/articles/10.1186/s42408-021-00117-0
https://edsource.org/2021/how-californias-commitment-to-safety-is-leading-us-out-of-the-pandemic/661913
https://www.gov.ca.gov/2021/10/04/governor-newsom-proclaims-state-of-emergency-to-assist-response-to-southern-california-oil-spill/
https://calmatters.org/environment/2021/10/california-oil-spill/
https://www.cnn.com/2021/10/06/business/oil-spill-container-ship-congestion-supply-chain-problem/index.html
https://www.gov.ca.gov/wp-content/uploads/2021/10/SB-494-Message-Scan.pdf
https://www.armytimes.com/news/your-army/2021/10/01/special-ops-soldiers-evade-late-night-ninja-attack-at-california-airport/
https://calmatters.org/education/higher-education/2021/10/uc-workforce-lecturers/
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Southern California Kaiser employees vote to authorize strike. massmev MOSTPGPULOUS LOCATIONS THAT EXPERIGNCE MRS THAN 10 DAYS O
» UC President recognizes KUCR's 55 years of service. — T
» UCR granted $5 million for stem cell research training. e ——
 “Breaking the promise of opportunity”: UCR brags about :
narrowmg achievement gaps, but rejects 1/3¢ of its apphcants - \ v
“Turning down a lot of people can cover up a lot of problems.” [
- SoCal Edison: Possible Public Safety Power Shutoffs. R o
« UCLA anesthesiologist escorted out of workplace. e remthad Pollutcd Al in 2020" shows the

« UCSD DIY’ers build homemade air purifiers for campus, claim  number of days where elevated air pollution occurred in

areas across the U.S. including Riverside.

filters catch 90% of Covid virus particles. ettt

* 4,000 lightning strikes recorded during SoCal storm.

« Case Breakers believe Gary Francis Poste a.k.a. the Zodiac o0 @ @ .
Killer, is responsible for a 1966 murder in Riverside. Coen i P e R

« Riverside approves plan for more than 20k new homes by 2029.

« Companies will pay nearly $78 million to clean up % f % -
contaminated groundwater at two toxic waste sites.

 Riverside County Sheriff Chad Bianco linked to Oath Keepers. ™" "™ e 770

RivCo EOC is currently activated to Level 3 (virtual) in support of the ongoing COVID-19 response.



https://www.cbs8.com/article/news/local/kaiser-vote-to-strike/509-1cffbee1-4bd3-4f1a-ab16-1b1d109b2ebd
https://www.youtube.com/watch?v=h3A9ajShVxM
https://www.drugtargetreview.com/news/98173/uc-riverside-granted-5-million-for-stem-cell-research-training/
https://www.ocregister.com/2021/10/05/how-can-colleges-clear-the-red-tape-hindering-the-progress-of-californias-low-income-students/
https://losangeles.cbslocal.com/2021/10/11/socal-edison-warns-santa-clarita-simi-valley-customer-possible-public-safety-power-shutoffs/
https://news.yahoo.com/ucla-anesthesiologist-vocal-against-covid-003335179.html
https://www.cbsnews.com/news/covid-air-purifiers-particles/
https://fox5sandiego.com/weather/4000-lightning-strikes-recorded-during-socal-storm-nws/
https://www.tmz.com/2021/10/06/zodiac-killer-identified-gary-francis-poste-san-francisco/
https://www.pe.com/2021/10/06/riverside-oks-plan-for-more-than-20000-new-homes-by-2029/
https://apnews.com/article/business-california-los-angeles-us-department-of-justice-pollution-4e4724d7b8be8358873266c1f2f1129c
https://www.rawstory.com/southern-california-sheriff-was-a-dues-paying-member-of-the-militant-insurrectionist-oath-keepers-report/
https://rivcoready.org/ActiveEvents
https://environmentcolorado.org/feature/ame/trouble-in-the-air
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11 October:
 Provost's Office Hours - Fall Series
08 October:
» Research Student Participation - A Mind-Body Strategy for Physical and Mental Well-
Being
07 October:
- UCOP COVID-19 Digest
06 October:
- myStrength App Provides Personalized Emotional Support to Help On-Site Work Anxiety
05 October:

« UCRITS Security Alert - UC community Pll may have been used in attempts to open
unauthorized bank accounts at financial institutions such as Chime and Go2Bank

« 5th Year Senior Leadership Review for Vice Chancellor and Dean Deborah Deas

Please Reference Notes Section For More Information
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« Fire Prevention 2021 Campaign “Learn the Sounds of Fire Safety!”
« October marks Cybersecurity Awareness Month

« CalOES: Cyber Security Awareness Month

« Stanford School of Medicine Symposium Series: Effects & Lessons of the Pandemic
« John Hopkins Podcast: Where Are We in the COVID-19 Pandemic?
« ‘Risk Appetite: The facts, the myths, and the links with culture, maturity and sustainability’

 The business continuity plan of the future

« CISA releases new tool to help organizations guard against Insider Threats

« Burn-out an "occupational phenomenon": International Classification of Diseases
« How to Build an Incident-Response Plan, Before Security Disaster Strikes
« Understanding How Facebook Disappeared from the Internet

« The Data Equity Framework is a systematic way of looking at data projects
« Lightning could spark more California fires as world warms
« Coalition for Epidemic Preparedness Innovations: Accelerating pandemic response efforts

« Inside the CIA’'s secret Kabul base



https://www.nfpa.org/Events/Events/Fire-Prevention-Week/About
https://www.securitymagazine.com/articles/96175-october-marks-cybersecurity-awareness-month
https://www.caloes.ca.gov/ICESite/pages/cyber-security-awareness-month.aspx
https://pandemicpuzzle.stanford.edu/
https://johnshopkinssph.libsyn.com/379-mental-health-check-in-with-dr-laura-murray-where-are-we-in-the-covid-19-pandemic
https://www.continuitycentral.com/index.php/news/erm-news/6718-airmic-releases-new-introductory-guide-to-risk-appetite
https://www.continuitycentral.com/index.php/news/business-continuity-news/6717-the-business-continuity-plan-of-the-future
https://www.cisa.gov/news/2021/09/28/cisa-releases-new-tool-help-organizations-guard-against-insider-threats
https://www.who.int/news/item/28-05-2019-burn-out-an-occupational-phenomenon-international-classification-of-diseases
https://threatpost.com/incident-response-plan-security-disaster/175335/
https://blog.cloudflare.com/october-2021-facebook-outage/
https://weallcount.com/the-data-process/
https://calmatters.org/environment/2021/09/california-fires-lightning/
https://www.mckinsey.com/industries/life-sciences/our-insights/accelerating-pandemic-response-efforts-an-interview-with-cepis-richard-hatchett
https://www.theguardian.com/world/2021/oct/03/inside-the-cias-secret-kabul-base-burned-out-and-abandoned-in-haste
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October is Cybersecurity Awareness Month!

CYBERSECURITY I’I Nasdaq

* “Do Your Part. #BeCyberSmart.” CYBERSECURITY CRUSSRUADS

THE INTERSECTION OF

» Use the hashtag #BeCyberSmart before and during INFORMATION, TECHNOLOGY, AND PEQPLE
October to promote your involvement in raising A NATIONAL CYBER SECURITY ALLIANCE AND NASDAQ CYBERSECURITY SUMMIT
cybersecurity awareness.

WEDNESDAY, OCTOBER 27, 2021

e 2021 focus and outreach: » Join the National Cyber Security Alliance and Nasdagq

for the 2021 Cybersecurity Summit, “Cybersecurity
* October 4 (Week 1)° Be Cyber Smart. Crossroads: The Intersection of Information,

« October 11 (Week 2): Phight the Phish! Technology, and People.”

. October 18 (Week 3): Explore Experience The challenges faced by the cybersecurity community

. today are hitting mainstream headlines.
Share. - Cybersecurity Career Awareness Week However, new approaches to information sharing,

« October 25 (Week 4): Cybersecurity First securing technologies, and human-centric cyber
training can empower organizations and
professionals to enable a safer, more secure world.



https://twitter.com/hashtag/becybersmart?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Ehashtag
https://twitter.com/hashtag/becybersmart?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Ehashtag
https://staysafeonline.org/event/cybersecurity-summit-2021/

Cybersecurity Career Awareness Week  mun

October 18 - 23, 2021

& 2 Securely Provision

| = Protectand Def end

:‘*E e S, Investigate_

=

E oerseeandboern Cybersecurity Career
= "~ Awareness Week

OCTOBER 18-23, 2021

o

Credit: Shutterstock Credit: Shutterstock
About the Campaign Discovering Cybersecurity Careers Cybersecurity in Your Community
Learn more about Cybersecurity Examine resources about Explore cybersecurity in your

Awareness Week cybersecurity careers neighborhood

aaaaaaaa

Do Your Part.
#BeCyberSmart

Cybersecurity starts with
YOU and is everyone’s
responsibility.
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CYBERCRIME
Whatis it?

Cybercrime is any crime which is committed
electronically.

This can include...

Examples s Theft
= |dentity theft = Fraud
= Child sexual abuse materials :
. : = Sometimes even murder
= Financial theft
= Intellectual property violations +  Why should you care?
* Malware = Crime is a danger offline and on!

Malicious social engineering = Cyber self-defense basics can go a long way to

keeping you and your data out of the hands of
bad actors.
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() Whatisit?

Any software intended to...

= Damage

5 : * Disable

AR = Or give someone unauthorized access to your
" Ransomware computer or other internet-connected device
* Adware -
* Rootkits * Most cybercrime begins with some sort of
= Spyware malware. You, your family, and your personal
= Viruses information is almost certainly at risk if malware

« Worms finds its way onto your computer or devices.
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() Whatisit?
- Malware designed to make data or hardware
inaccessible to the victim until a ransom is paid.
Examples
* Cryptolocker -~ Why should you care?
. \(I:VmIock ' = Often downloaded as malicious email links
. Rryptowa * Damage to both financial stability and
Be\tljetotr;b' reputation
. Ca .ra L * No guarantee that you will get your data back,
YIS even if you pay
= Wannacry

» Often used as a decoy for other malicious
activity



Keeping Safe on Social Media v
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- Social media sites and apps are great Identify Critical Information
WayS 10 connect and Share info rmation. Critical information is any information considered sensitive or that could do harm if

compromised. Here are some examples:

v Names, photos, and relationships /

« User profiles, timelines, social media v Usernames, passwords, computer
status, friend lists, and message services and networking information
gra nt your contacts inSightS intO y0U r v Operational, security, and logistical |d|erf\tifv Critical ’ lAnaI\ggle_!_
nformation ulnerabilities
day-to-day activities. A

v Mission capabilities or limitations
v Job title, location, salary, grade,
and clearance

Apply

* HOWQV@ r’. theS.e SlteS Ca. n, alsp prOVIde, v Schedules, travel itineraries, and Countermeasures AREaEs Al
adversaries with the critical information loceliona
they need to disrupt your life and harm v Social Security numbers, credit .
or harass you, your CO-wo rkers, or even cards, and banking information /
yOU r fam | ly mem berS, v Work or personal addresses and

phone numbers
v |nterests, hobbies, likes, and dislikes

» The following guidance can better
prepare you to protect against online
threats.




Cyber Threat’s to Emergency Services Eszsi

Office of Emergency
Management

* Cyber Espionage
* Limited, geopolitically-driven
* Cyber Crime
* Somewhat frequent, ranging severity
* Influence Operations (10)/Disinformation
* Observed IO narratives aimed at widening existing wedges in society
* Hacktivism

* Common during times of ideological conflict

“Emergency operations communications, database management, biometric activities, telecommunications,
and electronic security systems are conducted virtually and are vulnerable to cyber disruptions”

™~ DHS 2015 Emergency Services Sector-Specific Plan
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Cyber Threat Impact to Emergencies Dveasi,

More than Law Fire and Rescue
2,500,000 Enforcement Services
career and .
volunteer ESS Emergency Emergency Medical Public Works
personnel in five Management Services
disciplines

Equipment Vehicles

Facilities

; ; specialized for discipline specialized for discipline and
for daily operations, and capability (e.g., personal capability (e.g., ambulances,
support, training, or storage protective, communications, HazMat, aircraft, and
surveillance) watercraft)

Information Networks
Computer-aided dispatch and
watch and warning systems,
information-sharing portals, and
social networking are leveraged
to keep the ESS informed and
connected.

Virtual Operations
Emergency operations
communications, database
management, biometric
activities, and security systems
are frequently operated in

cyberspace.

Internet
The Internet is widely used by
the sector to provide information
and distribute alerts, warnings,
and threats relevant to the
sector.



Reso urces ﬂEgymsme.

Cybersecurity Guidance from nsa.gov @ ex wessaoes | Someses bavaT ey e
* Mobile Device Best Practices el B @ yout sensie

- Telework Best Practices - mn—y | A
« Identity Theft Threat and Mitigations Skt il Evid |Gy

legitimate senders can pass on
malicious content accidently

 Limiting Location Data Exposure or as a result of being
= ' compromised or impersonated PR INSTALL NEW APP?
by a malicious actor. el Cves Qo a POP-UPS
Unexpected pop-ups like this are
‘ usually malicious. If one appears,

« Best Practices for Keeping Your Home Network Secure @rrusten accessonies  |QIFCREIRENE orcil coss 2 spplcatons

O;:Iy use original charging ﬁordzor Hlpnl:e button* or Andrfoisnz)
’ o o o . . charging accessories purchase click “recent apps” soft key).
 NSA's Top Ten Cybersecurity Mitigation Strategies from a trusted manufacturer. DONOT
’ 7 7 = = use public USB chargm? stations.
Never connect personal devices to
government computers, whether via
physical connection, Wi-Fi,
or Bluetooth®.

| DO NOT jailbreak or root the device.

« Compromised Personal Network Indicators and Mitigations

Threats to mobile devices are more prevalent and increasing in scope and complexity. Users of mobile devices desire to take full advantage of the features
available on those devices, but many of the features provide convenience and capability but sacrifice security. This best practices guide outlines steps the
users can take to better protect personal devices and information.

»)- Airplane mode * Bluetooth® -l Cellular service signal o Location [@] Near-field communication (NFC) @ Recent applications soft key = Wi-Fi


https://media.defense.gov/2020/Jul/28/2002465830/-1/-1/0/Mobile_Device_UOO155488-20_v1_1.PDF
https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/NSA-DHS-Telework-Guide-29-April-2020.pdf
https://media.defense.gov/2019/Jul/16/2002158061/-1/-1/0/Identity%20Theft%20Threat%20and%20Mitigations%20-%20Copy.pdf
https://media.defense.gov/2020/Aug/04/2002469874/-1/-1/0/CSI_LIMITING_LOCATION_DATA_EXPOSURE_FINAL.PDF
https://media.defense.gov/2020/Sep/17/2002499615/-1/-1/0/COMPROMISED_PERSONAL_NETWORK_INDICATORS_AND_MITIGATIONS_20200914_FINAL.PDF.pdf
https://media.defense.gov/2019/Jul/16/2002158056/-1/-1/0/Best%20Practices%20for%20Securing%20Your%20Home%20Network%20-%20Copy.pdf
https://www.nsa.gov/What-We-Do/Cybersecurity/Telework-and-Mobile-Security-Guidance/

