[@RlVERsmE

OEM:
Weekly SITREP

zzzzzzzzzzzzzz




USA & WORLD

2021 was a deadly year for weather: 20 disasters killed more than 600.

Closures, pivots to virtual mount as Omicron overwhelms schools.
24% of US hospitals are reporting a "critical staffing shortage."
Polish leader admits country bought powerful Israeli spyware.
U.S. Cyber Command executes “first offensive cyber effect operation.
Higher Education Qutlook 2022.

‘Flurona’ has hit the U.S. Here's what it is and what it means.

CDC Updates: Isolation and quarantine periods.

The era of flexible work in Higher Education.

Covid locked down city thrown into chaos after tracing app crash.
How much more can healthcare workers take?

What should companies do to fight burnout?

WHO official weighs in on Covid, vaccines, & mistakes made.

DHS taps universities to combat terrorist attacks on soft targets.
FEMA: New Wildland Fire Mitigation and Management Commission.
U.S. has the most data breach victims in the world.

”

Business continuity, risk management, and resilience predictions 2022.

Kazakhstan unrest: Internet cut amid fuel protests.

Chinese company attacks US researchers for exposing its role in spying.

Chinese national pleads guilty to economic espionage conspiracy.
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WANING IMMUNITY
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Vaccines lose their potency over time

« Research suggests that protection against

the SARS-CoV-2 virus slides over time even
in people who have experienced both SARS-
CoV-2 infection and had vaccines against it.

 Scientists are now racing to learn how much

Omicron eludes immunity conferred by
infection or vaccination.

« Itistoo early to know what impact the new

variant on the block - Omicron - will have.

 Scientists have identified many Omicron

mutations as potentially impacting COVID
transmissibility, severity, or vaccine
evasion.

« Actual data to date is very limited.


https://www.usatoday.com/story/news/nation/2022/01/10/weather-2021-death-toll/9157670002/
https://www.usnews.com/news/education-news/articles/2022-01-10/closures-pivots-to-virtual-mount-as-omicron-overwhelms-schools
https://www.cnn.com/2022/01/09/health/us-coronavirus-sunday/index.html
https://www.usnews.com/news/world/articles/2022-01-07/polish-leader-admits-country-bought-powerful-israeli-spyware
https://www.thedrive.com/the-war-zone/43776/cyber-command-task-force-conducted-its-first-offensive-operation-as-defense-secretary-watched
https://businesswest.com/blog/outlook-2022-higher-education/
https://fortune.com/2022/01/06/flurona-in-the-us/
https://www.cdc.gov/media/releases/2021/s1227-isolation-quarantine-guidance.html?ACSTrackingID=USCDC_2067-DM72880&ACSTrackingLabel=Isolation%20and%20Quarantine%20%20%7C%20COVID-19&deliveryName=USCDC_2067-DM72880
https://www.insidehighered.com/news/2022/01/05/era-flexible-work-higher-education-has-begun
https://www.bloomberg.com/news/articles/2022-01-05/china-s-health-code-app-crashes-in-xi-an-spiking-lockdown-chaos
https://www.medpagetoday.com/special-reports/exclusives/96428
https://www.sandiegouniontribune.com/business/story/2021-12-31/what-are-some-suggestions-for-companies-to-fight-burnout
https://www.statnews.com/2022/01/03/a-who-official-weighs-in-on-covid-vaccines-and-mistakes-that-were-made/
https://www.rutgers.edu/news/dept-homeland-security-taps-rutgers-combat-targeted-crowd-attacks
https://www.fema.gov/press-release/20211217/fema-usda-and-doi-jointly-establish-new-wildland-fire-mitigation-and
https://www.pcmag.com/how-to/united-states-has-the-most-data-breach-victims-in-the-world
https://www.continuitycentral.com/index.php/2022-predictions
https://www.bbc.com/news/world-asia-59876093
https://americanmilitarynews.com/2022/01/report-chinese-company-attacks-us-researchers-for-exposing-its-role-in-spying-human-rights-abuses/
https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-economic-espionage-conspiracy
https://www.nature.com/articles/d41586-021-03686-x
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Grass Valley announces extensive data breach involving police department.

Management

New interactive map from the California

* Quick glance at the governor's proposed 2022 California budget. Racial and Identity Profiling Advisory Board

analyzes pedestrian and vehicle stops.

« Newsom: $2.7 billion COVID-19 emergency response package.

« UC Underground Scholars program supports the system-impacted.

« Hospitals allow COVID-positive employees to work.

« Newsom E.O. extending AB 361& remote work flexibility.

« Maps: See how drought conditions improved in December.

« State struggling to staff hospitals and classrooms amid COVID spike.
« $5.65 a gallon for gas in California? It could happen in 2022.

« Study finds working conditions lead to an increased risk of COVID.

B CALIFORNIA HIGHWAY PATROL

« Senate Bill No. 306: at-home tests for sexually transmitted infections. Bl FRESNO POLICE DEPARTMENT
« CalScope: study to determine who carries antibodies against Covid. Bl LONG BEACH POLICE DEPARTMENT
’ . o o o . LOS ANGELES COUNTY SHERIFF'S DEPARTME...
« State sees hlgheSt COVID case & test positivity rates ever. Bl LOS ANGELES POLICE DEPARTMENT
« Omicron: Newsom says shutting schools should be a last resort. ML FOL CEEER LRI T
. . . - ORANGE COUNTY SHERIFF'S DEPARTMENT

« Part-time professors deserve the opportunity for full-time work. Bl RIVERSIDE COUNTY SHERIFF'S DEPARTMENT
 Several police-reform bills are set to take effect in 2022. T o e
 Lawmakers have some unfinished business to start 2022. I SAN BERNARDING COUNTY SHERIFF'S DEPA...
® M M M M M . SAN DIEGO COUNTY SHERIFF'S DEPARTMENT

California adds twist to new CDC advice on quarantines. S s e e

« Memories, lessons from California's historic floods of '97. B SAN FRANCISCO POLICE DEPARTMENT
« How California’s workplace laws will change in 2022. B SAN JOSE POLICE DEPARTMENT



https://openjustice.doj.ca.gov/exploration/stop-data
https://www.zdnet.com/article/california-town-announces-extensive-data-breach-involving-police-department-loan-provider/
https://www.modbee.com/news/california/article257193827.html
https://www.gov.ca.gov/2022/01/08/governor-newsom-announces-new-2-7-billion-covid-19-emergency-response-package/
https://ucsdguardian.org/2022/01/09/underground-scholars-new-grounds-for-change/
https://www.dailymail.co.uk/news/article-10384101/California-allows-hospitals-force-COVID-positive-employees-work-amid-brutal-staffing-shortage.html
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220AB361
https://www.nbclosangeles.com/news/california-news/maps-california-drought-december-2021-january-rain-storms-snowpack/2792356/
https://ktla.com/news/california/california-struggling-to-staff-hospitals-and-classrooms-amid-covid-spike/
https://gvwire.com/2022/01/06/5-65-a-gallon-for-ca-gas-it-could-happen-in-2022/
https://www.labor.ucla.edu/publication/fast-food-covid19/
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220SB306
https://www.pasadenanow.com/weekendr/with-sexually-transmitted-infections-off-the-charts-california-pushes-at-home-tests/
https://www.calscope.org/
https://www.mercurynews.com/2022/01/03/california-engaged-in-groundbreaking-covid-antibody-study/
https://fox40.com/news/california-connection/california-records-highest-covid-case-positivity-rates-since-pandemics-start/
https://wtvbam.com/2022/01/03/omicron-teaches-hard-lessons-as-u-s-schools-revamp-return-from-holidays/
https://edsource.org/2022/part-time-professors-deserve-the-opportunity-for-full-time-work/665115
https://www.bakersfield.com/news/several-police-reform-bills-are-set-to-take-effect-in-2022/article_9833796a-6c0f-11ec-89e0-db1f742fcdaa.html
https://www.nbclosangeles.com/news/california-news/california-lawmakers-2022-laws-bills-legislature-gavin-newsom-budget/2789944/
https://sacobserver.com/2022/01/california-adds-twist-to-new-cdc-advice-on-quarantines/
https://www.kcra.com/article/kcra-3-special-report-the-floods-of-97/38642967
https://www.latimes.com/business/story/2021-12-31/la-fi-california-labor-employment-laws-2022?utm_id=45859&sfmc_id=4675263

REGION

Wind advisory for SoCal: gusty winds and warming temperatures.
« American Film Institute hires UCR grad as CAO.
« Plane hit by train after it crashes in LA neighborhood.
« SD County warns of fake COVID-19 testing sites.
« San Diegans urged to not go to ED’s for COVID-19 testing.
« Super Bowl LVI 2022: Officials say COVID won't stop game at SoFi.
« UCI fires scholar for refusing vaccine.
« UCSD disaffiliates itself from Dr Saiba Varma over publication.
« Water District to receive $1.7 million to construct treatment system.
« RivCo FD dispatched to almost 200,000 incidents in 2021.
* Most of SoCal out of ‘extreme’ drought.
* RivCo Sheriff Deputy shoots, kills man with rifle.
 Insurer gets hit with $155 million jury verdict for retaliation.
« “LA Secure” Mobile Phone App: Enhances Cybersecurity for residents.
« Engineer pleads guilty to terrorism charge targeting USNS Mercy.

« Former SoCal resident pleads guilty to funding ISIS terrorist activities.

« Palm Springs: Covid variants in wastewater noted as significant.
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% Crime in Los Angeles

Through 12/25/2021
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7%
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Same period 2020 Todate

LAPD data shows violent crime rate up 54.2
percent over last year.

The County of Riverside Emergency Operations Center is currently activated to Management Watch.



https://rivcoready.org/ActiveEvents
https://www.dailymail.co.uk/news/article-10359045/Beverly-Hills-residents-flocking-buy-guns-citys-firearms-store-LA-crime-soars.html
https://patch.com/california/lakeforest-ca/weekday-wind-advisory-lake-forest-gusts-50-mph
https://www.hollywoodreporter.com/business/business-news/sandra-chen-lau-afi-chief-advancement-officer-1235072389/
https://fox5sandiego.com/news/california-news/plane-hit-by-train-after-it-crashes-in-la-neighborhood/
https://www.ranchosantafereview.com/news/story/2022-01-09/county-warns-of-fake-covid-testing-sites
https://www.countynewscenter.com/san-diegans-urged-to-not-go-to-emergency-departments-for-covid-19-testing/
https://ktla.com/news/local-news/the-super-bowl-is-coming-to-l-a-california-officials-say-covid-wont-stop-game-from-being-played-at-sofi/
https://www.insidehighered.com/quicktakes/2022/01/04/uc-irvine-fires-scholar-refusing-vaccine
https://www.outlookindia.com/website/story/university-of-california-san-diego-drops-author-saiba-verma-from-curriculum/408530
https://thesungazette.com/article/news/2022/01/05/dwr-funds-53m-in-drought-projects/
https://nbcpalmsprings.com/2022/01/04/riverside-county-fire-department-dispatched-to-almost-200000-incidents-in-2021/
https://ktla.com/news/local-news/most-of-socal-out-of-extreme-drought-as-california-receives-more-rain-than-previous-year/
https://kyma.com/news/california-news/2022/01/03/sheriff-deputy-shoots-kills-man-with-rifle-in-california-2/
https://www.forbes.com/sites/tomspiggle/2022/01/03/insurer-gets-hit-with-155-million-jury-verdict-for-retaliation/?ss=careers
https://apps.apple.com/us/app/la-secure/id1541173794
https://statescoop.com/los-angeles-launches-cybersecurity-app-for-residents/
https://www.justice.gov/usao-cdca/pr/san-pedro-train-engineer-pleads-guilty-terrorism-charge-intentionally-derailing
https://www.justice.gov/usao-sdca/pr/former-san-diego-resident-pleads-guilty-funding-isis-terrorist-activities-syria
https://www.palmspringsca.gov/home/showpublisheddocument/81080
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* 10 January:
« Provost's Office Hours - Staff
07 January:
 Third AVC-CIO Candidate Vision Seminar - Tuesday, January 11tk
 Notice of Planned Power Shutdown Affecting IT Services
- Extension of Remote Instruction
06 January:
« FitWell Programming - Virtual Fitness for Everyone
05 January:
« Second AVC-CIO Candidate Vision Seminar - Friday, January 7th
04 January:
« Workplace Health and Wellness January Webinar — Managing Debt
03 January:
 AVC DEI Search Update - Application Deadline Extended & Office Hour
* Provost's Office Hours 2022

Please Reference Notes Section For More Information
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Online Radicalization Observed on a Spectrum
« UN: Impact of the COVID-19 pandemic on terrorism & countering violent extremism
« Overview of the Global Internet Forum to Counter Terrorism: 2017 - 2021
« Top 15 cybersecurity predictions for 2022
« Cyber Warfare: What To Expect in 2022
« The Future of Ransomware
« DEA: Operation Engage
« Threat Report on the Surveillance-for-Hire Industry
« China’s Narrative War on Democracy
« Justice Department: $1.6 Billion to Reduce Violent Crime and Strengthen Communities
« New NOAA tool pinpoints natural disaster risk down to county level
« How a Scientology-linked cult’s methodology was used to gamify Identity Politics
« San Bernardino City Unified School District: Daily Situation Summary
« How U.S. Universities Support China’s Military-Industrial Complex
« 2022-2026 FEMA Strategic Plan
- Economic applications in disaster research, mitigation, and planning
« DEA: Criminal drug networks are flooding the U.S. with deadly Fentanyl via Social Media
« New podcast series examines supply chain threats
« 2021 Cyber Review: The Year Ransomware Disrupted Infrastructure
« The Extortion Economy Podcast: Exploring the Secret World of Ransomware



https://www.tandfonline.com/doi/epub/10.1080/09546553.2021.1998008?needAccess=true
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Dec/cted_covid19_paper_dec_2021.pdf
https://gifct.org/wp-content/uploads/2021/12/GIFCT-Annual-Report-2021-PV.pdf
https://www.securitymagazine.com/articles/96781-top-15-cybersecurity-predictions-for-2022
https://securityintelligence.com/articles/cyber-warfare-what-to-expect-2022/
https://www.darkreading.com/vulnerabilities-threats/the-future-of-ransomware
https://www.dea.gov/sites/default/files/2021-04/OpEngageFactSheet_Latest508_2.pdf
https://about.fb.com/wp-content/uploads/2021/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf
https://www.recordedfuture.com/chinas-narrative-war-democracy/
https://www.justice.gov/opa/pr/justice-department-will-award-16-billion-reduce-violent-crime-and-strengthen-communities
https://www.noaa.gov/news-release/new-noaa-tool-pinpoints-natural-disaster-risk-down-to-county-level
https://nonsite.org/the-first-privilege-walk/#foot_src_35-14960
https://www.sbcusd.com/district_offices/business_services_division/safety_emergency_management
https://www.fdd.org/analysis/2021/12/09/the-middle-kingdom-meets-higher-education/
https://www.hsdl.org/?abstract&did=861726&utm_source=hsdl_cr&utm_medium=email&utm_campaign=hsdl_cr_2021-12-15
https://www.hsdl.org/?collection&id=86755
https://www.dea.gov/press-releases/2021/12/16/dea-reveals-criminal-drug-networks-are-flooding-us-deadly-fentanyl
https://www.supplychainquarterly.com/articles/5823-new-podcast-series-examines-supply-chain-threats
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/2021-cyber-review-the-year-ransomware-disrupted-infrastructure
https://www.propublica.org/article/the-extortion-economy-podcast-exploring-the-secret-world-of-ransomware
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* Average shipping delays skyrocketed over the past year and a

half‘ _ Assess latest
- Ships at the Port of Los Angeles, for example, stayed at berth geographic risk trends

for as long as 12 days. | |
* The 2018 average was 0.713 days. eview rosuite and mﬁ::p;:;: ;;ps
- Sporadic disruptions to the global supply chain include: st policies e

 Suez Canal blockage in late March
« COVID-19 outbreaks in May in Shenzhen, China -
* Hurricane Ida in August in the US Ty
« Typhoon Chanthu in September in Guangdong, China
 These disruptions cumulatively caused the various delays of
shipment volume seen arriving at infrequent times at facilities

in California & stressed the ports of Los Angeles and Long
Beach, which account for about one-third of US imports.

Organizations need to reassess and look beyond traditional supply chain
partners, methods and technologies.




Supply Chain: Is the worst over? Ao
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- Some indicators are starting to signal that global supply
chain stress may be on the wane.
« Ships & Ports
* Port congestion has eased - backlog remains i
- BAU projection: May 2022 = e
* Inventories
 Shortages to intensify at the end of 2021
- Bottlenecks begin to clear by the first quarter of 2022
« Chip shortages
« Semiconductors outlook is murkier
« May take two to three years for the market to normalize
 Covid

+ Global management of Covid trending in the right direction
making production disruptions less likely

« However, if we fail to get a handle on the pandemic, we're going
to end up having the same issues again and again

Shipping Woes

The coming months will show if the snarl-ups portend a toxic scenario of
stagflation for the world economy or are just a bump in the road to recovery.




Supply Chain Gridlock: CA Agriculture

UCOP Report analyzes the effects of the 2021 supply chain gridlock
and resulting shipping container shortage on California
agriculture.

« Due to exporters’ difficulty obtaining empty shipping containers,
the value of California’s containerized agricultural exports fell by

an estimated $2.1 billion, about 17%, from May to September 2021.

 Financial damages suffered by California agriculture from the
supply chain disruptions exceed the industry’s losses from the
2018 U.S.-China trade war.

« The lost farm exports mirror the fact that California ports are
among the least efficient in the world.

* As a result, some importers now view California as an unreliable
supplier of agricultural products due to inferior port
infrastructure.

« Farmers bore the brunt of these losses, with tree nuts, wine, rice,
and dairy products suffering significant economic damages.

« The competitiveness of California agriculture in the world market
is now being threatened by inadequate transportation
infrastructure.

[T3 RIVERSIDE
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Figure 1. Freight Rates and Port Congestion

Panel A. Freight Rate per Forty-Foot Equivalent Unit (FEU)
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Note: The figures show freight rates for Shanghai to Los Angeles and Los Angeles to Shanghai
in Panel A and average anchor and port time in Panel B. In Panel B, we compare the five major
container ports for agriculture in California (Hueneme, Long Beach, Los Angeles, San Diego, and
Oakland) with the five major East Coast ports or port districts (Baltimore, Charleston, Virginia,
Savannah, and New York/New Jersey district) and Shanghai. Anchor time refers to time spent




Examples of Global Supply Chain Risk

Management

Ongoing and
worsening wildfires

Alaska
(usa)

Continued and worsening truck ™ United States of America
driver and product shortages,

including automobile and

medical shortages Mexico

Ongoing and worsening wildfires Jar

Growing priority for air pollution
and green legislation

Continued and worsening truck driver
and product shortages, including
automobile and medical shortages

Continued and worsening truck
driver and product shortages
as a result of COVID-19 and Brexit

Growing priority L
for green and due 1 3 g
diligence laws ‘ §

South America
Increased frequency
and severity of storms
and fiooding

Ongoing labour
shortages and reduced

Continued and worsening operational capacity

risk of child and forced
labour .

»

G

oTS s { X / COVID-19 restrictions reducing

COVID-19 restrictions reducing
operational capacity for apparel
and footwear industry

operational capacity, especially
~ for electronics (semiconductors)
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Natural Disaster Exposure s

* In 2021, several regions around the world
experienced devastating wildfire seasons.

« Asthe year draws to a close, we have seen
extensive regions experience intense and
prolonged wildfire activity.

« This emphasizes the exposure of business
operations to natural disasters.

« These risk ratings mean that companies
operating within these countries are
susceptible to a wide range of natural
disasters that occur frequently and may
cause large amounts of economic damage
or impact large numbers of people and
iImportant industries.

Management

Countries Experiencing
Wildfires in 2021

Wildfires in western Canada

have significantly impacted - At one point, wildfires
rail traffic providing on-dock in Siberia, Ru.ss.a
services at port of Vancouver. were larger than
Officials had to re-route all other fire in the
shipments, leading to delays. world combined.

The Dixie Fire in Cafom] 31

USA has burned more than
202,000 hectares, making
it the second-largest in
California history.

40 percent of the world’s exports originate in countries having a Severe or High
risk of natural disaster exposure.




BSI: Supply Chain Risk Insights Report

O 02 03

Against a backdrop of As regulatory regimes How do we best address the
irreversible climate change evolve, how do we ensure key geographic and sector
and economic uncertainty, we make the supply chain pain points in a changed and
what do we really need to decisions that can shape changing world?

know about our suppliers? business success and a
cleaner, greener planet?

04 05

How do we adapt to the What are the key emerging

current convergence of trends for 2022 and beyond
multiple business and how do we unlock the

challenges? potential they offer?

The 5 questions essential to answer to ensure a successful supply
chain strategy for 2022.




BSI: Supply Chain Risk Insights Report
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\ Assess latest
geographic risk trends

“Continuing to follow the risk
assessment process is a key

' ' ' Compare to
faCtor ln hOW We“ OrgaﬂlzatIOﬂS Review results and cumpliance gaps
remain resilient to these ever- adjust policies among business
changing risks in both supply | b

chains and the world in general.”

Implement mitigation
strategy



Managing Supply Chain Risk s
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+ Risk management is a key part of supply chain

strategy, and agility and adaptability are the i ™

outputs of the planning and preparation | Organization’s- Environment
process to manage the disruptions that you may ' sopphast : \ Customers’
encounter. *

1 ' V’ l’ . . :
* So how do you measure up to your risks? | Suppliers .~ Supplieri | ) Organizatio
\ (And outsource Facing |\ . Facing Customers
[ ] [ J [ J - - L n
« Identify/clarify risks | anufscturin . =X
‘. Internal Facing
° e_o ° °
* Prioritize the likely risks Relationship Risk | % —_
Supplier Performance Risk Operational Risk D~I §b61§ I;. ’
1 1 Human Resource Risk Technical Risk istribution Ris
¢ Quantlfy the ImpaCt Supply chain disruption risk Financial Risk Relationshie Risk
: Supplier Environmen t Risk || Legal / Regulatory Risk |-- Market R'fk _
* Devel‘op Contl ngency plans Market Dynamics Risk Environmental Risk Brand / RegutéFnon .RISk
o Disaster Risk HR / Health and PErod.uct LlablhtlyRBlik
* I Political / Country Risk Safety Risk TVDDIIEI !
Conduct the cost/benefit Analysis o/ Coumry k| | soehisk || Eroment o
Regulatory Risk

Supply-chain risk ultimately lies at the cross-section of vulnerability and
exposure. A robust mitigation framework considers these factors and prioritizes
risk across three dimensions to ensure effective mitigation and continuity
planning: the likelihood of the risk manifesting, the financial impact, and the
organization'’s ability to mitigate.




Business Continuity & Supply Chain Risk  musn

......................................................................................................................................

Worldwide uncertainty following Understanding your
recent disasters suggests that while exposure to supply chain
awareness of supply chain risks is risk — both upstream and
increasing, many businesses remain down - helps to identify
exposed to high levels of risk. the weakest links

......................................................................................................................................

Key Questions

* How well do you understand your supply chain exposures?

* Do you know who is important to you in a crisis?

* Do you know your priorities in the event of supply disruption?

* Have you examined BCM capability within your key suppliers?

* Are you planning collaboratively with supply chain partners to build greater resilience?

Do you consider business continuity management when extending or optimizing your supply chain?
Is supply chain risk management integrated with business continuity planning?



