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CISA: Free cybersecurity services and tools for network defenders.
FBI to form digital currency unit, Justice Dept. taps new crypto czar.
FDA Exec: Biden to force an annual Covid shot. SHIELDS t
CISA: Actions to help protect against Russian malicious cyber activity.
Russian cyberattacks could affect organizations around the world.
Russian state-sponsored cyber actors target US defense contractors.
McKinsey Global Insurance Report 2022.

Robots & Al are precisely what's needed to fill the labor deficit.
'My2022' app: wake-up call for U.S. to get serious about China.
Addressing disinformation as a cognitive threat to the U.S.

USDOS: U.S. citizens in Ukraine urged to leave immediately. DHS CSIA has launched a new website,
Is Putin a strategic master or a strategic failure? 'Slilie.lds Upl;in response :]olRuEsia-
L . . ‘ . . ’ Ukraine cyber threat. “While there are
Feds: “information sharing’ now ‘operational collaboration. not currently any specific credible
Front companies muddy dark waters of hostile cyber activity. threats to the U.S. homeland, we are

DoD brings in the academics to help it with cybersecurity knowledge. Mindful of the potential for Russia to

: . consider escalating its destabilizing
2021 trends show Increased globalized threat of Ransomware. actions in ways that may impact others
Anticipating Cyber Threats as the Ukraine Crisis escalates. outside of Ukraine.”
Cybersecurity Act seeks added protections against cyber threats.
How to break the cycle of conflict with Russia.

Historical vaccine rollouts & COVID-19.



https://www.cisa.gov/uscert/ncas/current-activity/2022/02/18/cisa-compiles-free-cybersecurity-services-and-tools-network
https://www.reuters.com/technology/fbi-form-new-digital-currency-unit-justice-dept-taps-new-crypto-czar-2022-02-17/
https://www.dailymail.co.uk/news/article-10520953/FDA-Executive-Officer-caught-hidden-camera-admitting-Biden-force-ANNUAL-COVID-shot.html
https://www.cisa.gov/uscert/ncas/alerts/aa22-047a
https://www.zdnet.com/article/ukraine-crisis-russian-cyberattacks-could-affect-organisations-around-the-world-so-take-action-now/
https://www.cisa.gov/uscert/ncas/alerts/aa22-047a
https://www.mckinsey.com/industries/financial-services/our-insights/creating-value-finding-focus-global-insurance-report-2022?cid=other-eml-dre-mip-mck&hlkid=75f703f6dc90427e91e2dc48890971de&hctky=11941660&hdpid=4335a0ee-4864-4f58-ab67-8e3560d83849
https://www.city-journal.org/why-the-robot-revolution-doesnt-mean-the-end-of-work
https://m.washingtontimes.com/news/2022/feb/14/my2022-app-should-be-a-wake-up-call-for-us-to-get-/
https://www.realcleardefense.com/articles/2022/02/14/options_to_address_disinformation_as_a_cognitive_threat_to_the_united_states_816585.html
https://www.state.gov/operations-at-u-s-embassy-kyiv/
https://www.thecipherbrief.com/column_article/is-the-russian-president-a-strategic-master-or-a-strategic-failure
https://www.scmagazine.com/analysis/apt/feds-say-goodbye-to-information-sharing-hello-to-operational-collaboration
https://www.oodaloop.com/ooda-original/security-and-resiliency/2022/02/09/front-companies-muddy-already-dark-waters-of-hostile-cyber-activity/
https://federalnewsnetwork.com/cybersecurity/2022/02/dod-brings-in-the-academics-to-help-it-with-cybersecurity-knowledge/
https://media.defense.gov/2022/Feb/09/2002935687/-1/-1/0/2021_TRENDS_SHOW_INCREASED_GLOBALIZED_THREAT_OF_RANSOMWARE_20220209.PDF
https://www.mandiant.com/resources/ukraine-crisis-cyber-threats
https://www.aljazeera.com/news/2022/2/14/german-chancellor-vows-immediate-sanctions-if-russia-invades
https://homelandprepnews.com/stories/75878-strengthening-american-cybersecurity-act-seeks-added-protections-against-cybersecurity-threats/
https://www.rand.org/blog/2022/02/how-to-break-the-cycle-of-conflict-with-russia.html
https://www.hsdl.org/c/historical-vaccine-rollouts/
https://www.cisa.gov/shields-up
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Out of the COVID crisis, but California is still in a state of emergency.
- Airport Fire burning near Bishop surpasses 3K acres. ’C:Llr;m—f‘;‘)'r‘;';:‘;‘zf;a;'::::fs'“eis:ﬁf:dtfo
» CA celebrates its history as a 'Free State.' But there was slavery here.  crash into the far side of the moon on
« Legislators propose heat wave alert system. March 4.
« State sets home, community standards to lower fire risk. /
« Drought on course to break another record.
« La Nina forecast: NOAA gives update amid dry winter.
« Lawmakers are targeting social media & disinformation.
« Senator Padilla backs the Achieving Equity in Disaster Response Act.
« Californians are sick of crime & want old-fashioned punishments.
« SFwants to bring its ‘harm-reduction’ policy to the rest of CA.
« Here's when California will reassess school masking.
« California Transparency in Supply Chains Act.
« PG&E begins putting power lines underground.
« Updates in privacy law that will impact businesses this year.
« Apple asks judge to reject a request for $27.5 million in legal fees. Initially thought to be a SpaceX rocket
« AB 787 incentivizes local governments to create mid-tier housing. stage, the object may actually be part of
« What to know about COVID-19 Supplemental Paid Sick Leave Law. a Chinese Long March 3C rocket that
« Anti-SLAPP statute and the limits of commercial speech. launched in 2014.

« 49ers attacked by ransomware ahead of Super Bowl.



https://calmatters.org/politics/2022/02/california-state-of-emergency-covid/
https://mynews4.com/news/local/airport-fire-burning-near-bishop-surpasses-2000-acres
https://www.kqed.org/news/11905371/california-celebrates-its-history-as-a-free-state-but-there-was-slavery-here
https://www.insurancejournal.com/news/west/2022/02/16/654496.htm
https://www.claimsjournal.com/news/west/2022/02/16/308728.htm
https://calmatters.org/environment/2022/02/california-drought-record-january-february/
https://ktla.com/news/local-news/la-nina-forecast-noaa-gives-update-amid-dry-california-winter/
https://abcnews.go.com/Health/wireStory/california-bills-aim-social-media-medical-disinformation-82911986
https://homelandprepnews.com/stories/75823-senate-advances-legislation-bolstering-fema-disaster-response-efforts/
https://www.congress.gov/bill/117th-congress/senate-bill/3502?q=%7B%22search%22%3A%5B%22Department%22%2C%22of%22%2C%22Agriculture%22%5D%7D&s=1&r=8
https://www.lamag.com/citythinkblog/sick-of-crime-californians-crave-harsher-old-fashioned-punishments/
https://www.city-journal.org/san-franciscos-harm-reduction-policies-a-nightmare
https://www.kron4.com/news/california/heres-when-california-will-reassess-changes-to-mask-mandate-for-schools/
https://oag.ca.gov/SB657
https://sfist.com/2022/02/14/decades-late-to-the-game-pg-e-begins-putting-power-lines-underground/
https://www.wilmerhale.com/en/insights/blogs/WilmerHale-Privacy-and-Cybersecurity-Law/20220214-california-privacy-update
https://www.reuters.com/legal/litigation/apple-fights-275-mln-legal-fee-request-california-class-action-2022-02-14/
https://journal.firsttuesday.us/new-california-law-incentivizes-local-governments-to-create-mid-tier-housing/81980/
https://www.natlawreview.com/article/what-employers-need-to-know-about-california-s-2022-covid-19-supplemental-paid-sick
https://www.lexology.com/library/detail.aspx?g=265f25d9-4fb9-48a0-9aab-da0bed93f809
https://www.zdnet.com/article/blackbyte-ransomware-attacks-san-francisco-49ers-ahead-of-super-bowl/
https://www.nytimes.com/2022/02/14/science/china-rocket-moon-spacex.html
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SoCal wildfires expected to increase in frequency by end of century.
« UCR Museum of Photography: 100 vears of California photography.
« Stories Untold: A tribute to African American architects in SoCal.
» SoCal Gas proposes Green Hydrogen Energy Infrastructure System. ] . SN
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« Nearly 500 prostitution-related arrests made during Super Bowl.
« Air quality level hits 2,473 amid wild weather in SoCal.
« Arson charges filed in Los Angeles County brush fire.

 Coachella won't require masks or proof of COVID-19 vax at events. ) l’\ L)
« USC professor believes higher fuel costs change behavior. 1 f‘/\ f/v\j
« Anew fightin Irvine could be brewing over a Veterans Memorial. . y

« Los Angeles foreclosures fall during the pandemic.

« Why the cost of water in San Diego has blown past LA.
- How developers create new industrial supply with no land to build. SoCal 'e";:;';e;f;’—‘;";;; pace not
« Magnitude-3.2 earthquake north of L.A. '

« First train set to run on new SoCal commuter line.

« Recent fires illustrate a year-round threat.

« 21st Century China Center at UCSD & China’s panda diplomacy.

The County of Riverside Emergency Operations Center is currently activated to Management Watch.



https://rivcoready.org/ActiveEvents
https://www.ocregister.com/2022/02/14/southern-california-rent-hikes-see-biggest-spike-in-37-years/
https://thehill.com/changing-america/sustainability/climate-change/594901-southern-california-wildfires-expected-to
https://www.ocregister.com/2022/02/17/100-years-of-california-photography-is-revealed-in-new-book-and-museum-collection/
https://www.kcet.org/shows/artbound/modernism-week-unearths-history-of-southern-californias-black-architects
https://finance.yahoo.com/news/socalgas-proposes-develop-united-states-125500863.html
https://www.timesheraldonline.com/2022/02/16/super-bowl-179-prostitution-related-arrests-made-leading-up-to-the-game/
https://www.sfgate.com/bayarea/article/hail-and-dust-storms-hit-Southern-California-16923332.php
https://www.sandiegouniontribune.com/news/california/story/2022-02-15/arson-charges-filed-in-los-angeles-county-brush-fire
https://abc7.com/coachella-stagecoach-music-festival-lift-mask-mandate/11568040/
https://www.marketplace.org/2022/02/15/how-expensive-will-fuel-get-before-americans-buy-less/
https://voiceofoc.org/2022/02/a-new-fight-in-irvine-could-be-brewing-over-a-veterans-memorial%ef%bf%bc/
https://xtown.la/2022/02/14/los-angeles-foreclosuress-fall-during-covid/
https://phys.org/news/2022-02-san-diego-blown-la.html
https://www.globest.com/2022/02/14/how-developers-are-creating-new-industrial-supply-with-no-land-to-build/?slreturn=20220114211739
https://www.nbclosangeles.com/news/earthquakes/earthquake-valencia-santa-clarita/2825891/
https://www.trains.com/trn/news-reviews/news-wire/first-train-set-to-run-on-new-southern-california-commuter-line/
https://aerialfiremag.com/2022/02/14/winter-wildfire-burns-southern-california-homes/
https://www.wionews.com/world/50-years-later-some-question-value-of-us-china-panda-diplomacy-453191
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« 21February:

 President’s Day Holiday
18 February:

« Vice Provost for International Affairs (VPIA) Finalist Visits
17 February:

« UCR scientists join effort to map out California’s so-called “Lithium Valley”
16 February:

- Staff Assembly General Meeting on Wednesday, Feb. 23, 12 noon - 1:00 p.m.
15 February:

* Vice Chancellor and Dean Deborah Deas

Please Reference Notes Section For More Information
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Crises and Disasters Are 24/7. Dealing With Them Isn't a 9-to-5 Job
2 officers killed during shooting at Bridgewater College campus, suspect in custody
« School-based Threat Assessment Toolkit
- FEMA Web-based Training (1S-360): Preparing for Mass Casualty Incidents: A Guide for Higher Ed
« Mass Casualty Incidents: How To Be Prepared
« Threat assessment and management in higher education in the United States
« The Role of Warning Behaviors in Threat Assessment: An Exploration and Suggested Typology
« A Brief History of Threat Assessment in North American Schools and Colleges
« Virginia Tech Shootings: Implementing Behavioral Threat Assessment on Campus
- Resources to prepare for, respond to, and help communities recover from traumatic events
 Incidents of Mass Violence
« Psychological First Aid Training: A Scoping Review of Its Application, Outcomes and Implementation
 Five Essential Elements of Mass Trauma Intervention
« Anonymous Reporting Systems for School-Based Violence Prevention: A Systematic Review
« Campus Response to a Student Gunman
« Recommendations Report from the Violence Prevention Task Force
« School Behavioral Threat Assessment and Management
« Guide for Preventing and Responding to School Violence
« Emergency Plan Training in Higher Ed: Faculty Report of Preparedness for Active-Shooter Incidents
- Tactical Combat Casualty Care (TCCC) Critical Decision Case Studies
* 4 Ways the Federal Government Can Improve College Campus Safety
- Preventing Violence and Promoting Safety in Higher Education Settings



https://www.governing.com/now/crises-and-disasters-are-24-7-dealing-with-them-isnt-a-9-to-5-job
https://abcnews.go.com/US/active-shooter-bridgewater-college-campus-authorities-called-scene/story?id=82603576
https://aspponline.org/docs/School-Based_Threat_Assessement_Toolkit_2018.pdf
https://training.fema.gov/is/courseoverview.aspx?code=is-360
https://www.careercert.com/blog/ems/mass-casualty-incidents-how-to-be-prepared/
https://psycnet.apa.org/record/2016-62355-004
https://onlinelibrary.wiley.com/doi/full/10.1002/bsl.999?casa_token=Hh4IwUNjcoEAAAAA%3A9wJGOt6Ma4Sg3HbeT_hO_LIOAYpo7mNo-SGph9HsVj4CJPArgv2wETuQT-UjqX4GGc0iFh4fKaJ8XKXZ
https://www.tandfonline.com/doi/full/10.1080/87568225.2012.711146?casa_token=DajFe2ySekIAAAAA%3A7xoqfpL6_zaTlow8vCmGUlBT-6bGzY5VBKUvlGh_WOaOrk9tBa1fV5dBegNVRU0evz0A-baEUhjB4A
https://f.hubspotusercontent00.net/hubfs/7878808/2021%20Site%20Assets/Resources/Threat%20Assessment/VT_ThreatAssessment09_FINAL.pdf
https://asprtracie.hhs.gov/mass-violence
https://www.samhsa.gov/find-help/disaster-distress-helpline/disaster-types/incidents-mass-violence
https://www.mdpi.com/1660-4601/18/9/4594/htm
https://www.tandfonline.com/doi/full/10.1080/00332747.2021.2005435?casa_token=SOgJznt7qYkAAAAA:LEw-H6U1O4Ilz1td64ONIW4RVRaz7ofrIkUN3ti-ulBs-UJU44ou7EjMpIDot_U4-JM8z9Ve2mcZIw
https://journals.sagepub.com/doi/full/10.1177/10901981211073734?casa_token=A3xRpk2ZPUYAAAAA%3AU_r6HHmH3pGLEd2Ewomzn2LmiwdO0RF_QzagIoBaCsqtH4uOS2-iUzpQmZ-QFQhj2QRJo7Uvqr8QRw
https://www.tandfonline.com/doi/pdf/10.1080/00221546.1995.11774799?casa_token=8oU7tSD2ZKYAAAAA:X0C91P_gyEbwfinqNmXZo1bIxDoTdYA3UhS8KwUn4r_gJWRVU875nOxrdvIle_mnVEjNSuDeP2OFqQ
https://studentaffairs.unc.edu/wp-content/uploads/2021/01/Violence-Prev-Task-Force-Recommendations-Report-2-28-17.pdf
https://link.springer.com/article/10.1007/s40688-017-0158-6
https://bja.ojp.gov/sites/g/files/xyckuh186/files/Publications/IACP_School_Violence.pdf
https://etd.ohiolink.edu/apexprod/rws_etd/send_file/send?accession=toledo1619435848315978&disposition=inline
https://pubmed.ncbi.nlm.nih.gov/31539428/
https://www.americanprogress.org/article/4-ways-federal-government-can-improve-college-campus-safety-states-lax-gun-laws/
https://files.eric.ed.gov/fulltext/ED537696.pdf

Violence Project Database

Mass shootings in the U.S. have notably increased, with more
than half occurring after 2000, and 20% occurring during the last
five years.

In the 1970s, mass shootings claimed an average of eight lives
per year.

From 2010 to 2019, the average was 51 deaths per year.

More Americans are dying at the hands of mass shooters than at
any point in recent history.

Persons who committed public mass shootings in the U.S. over
the last half century were commonly troubled by personal
trauma before the shooting, nearly always in a state of crisis at
the time and, in most cases, engaged in leaking their plans
before opening fire.

Most were insiders of a targeted institution, such as an
employee or student.

Except for young school shooters who stole the guns from family
members, most used legally obtained handguns in those
shootings.

EERIVERSIDE
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Mass shooting casualties since 2009

1,363 10

Shot and killed Shot per mass
shooting

In 56%

In 56 percent of mass shootings, the
shooter exhibited dangerous
warning signs before the shooting.
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The motivations of mass shooters have varied over time:
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Over 80% of mass shooters were in a
noticable crisis prior to their shooting
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Violence Project Database

YEARS o0.6%) —

When were
they in crisis
before the
shooting?
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Violence Project Database Bancisne

Some signs of a crisis were more common than others, with more than two thirds of

shooters experiencing increased agitation before their shooting.

INCREASED AGITATION
ABUSIVE BEHAVIOR
ISOLATION NECETN
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DEPRESSED M0OD
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« Emergency management planning requires time,
resources, and commitment.

« The level of violence and trauma associated with
a potential campus shooting would overwhelm

Protecting America’s Schools: A U.S. Secret Service Analysis of Targeted

e

School Violence
Department of Homeland Security, November 2019

This report identifies 41 incidents of attacks against K-12 schools in the

reso u rces United States from 2008 to 2017. Researchers with the USSS National
o . ) . . Threat Assessment Center (NTAC) examined the background and behaviors
¢ Identlfyl ng and add ressi ng th reatenlng or of the attackers and identified a series of 10 key findings and significant
concerning behaviors before they lead to violence commenalites

is key.

« Steps that could be taken:
« establish a continually monitored reporting system
- allow anonymous reporting Department of Homeland Security, July 2018
y eStab“Sh mUltidiSCip“nary teams This guidance provides actionable steps that schools can take to develop
« establish threat assessment programs to assess each comprehensive targeted violence prevention plans.
report and respond to threats of violence and other

concerning behavior

« conductdrills & exercises | |
. . . REMS TA Center School Behavioral Threat Assessments: An Introduction
- get certified in Tactical Combat Casualty Care (TCCC)

« know how to deal with the media in a crisis

GUIDANCE

Enhancing School Safety Using a Threat Assessment Model: An
Operational Guide for Preventing Targeted School Violence

ol

Department of Education

This training provides a one-day program designed to familiarize schools
and school districts with school behavioral threat assessments in
preventing and reducing targeted violence at K-12 schools.

Visit schoolsafety.gov & rems.ed.gov for more resources



https://www.naemt.org/education/naemt-tccc
https://www.schoolsafety.gov/threat-assessment-and-reporting
https://rems.ed.gov/

Training

« Kevin Smith is the founder and principal of SMITH STRATEGICS, an independent

consultancy specializing in behavioral threat assessment and management with a
focus on targeted violence prevention and high consequence threats to public
safety such as active shooter and mass casualty attacks, including lone violent
actor and ideologically-motivated attacks. He is located in SoCal.

« Behavioral threat assessment

identify persons with the intent and capability to perpetrate targeted violence,
including mass violence;

manage the physical, operational, and economic risks posed by an individual
on the pathway to targeted violence; and

prevent acts of targeted violence, protect any targets, and reduce the
likelihood of future violence.

» Advanced threat assessment

how to identify individuals who pose a threat of targeted violence to the
organization

how to effectively investigate these individuals

how to properly assess the level of concern posed by these individuals of
violent attack and what threat management strategies are available, how to
select the appropriate threat management strategy based on a specific factual
scenario, and how to monitor the effectiveness of the threat management
strategy.

[TH RIVERSIDE
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Kevin Smith is a former Federal prosecutor with
the United States Department of Justice. He has
served over 22 years as both federal and state
prosecutor. This has provided him experience in
identifying, investigating, and countering threats
of violence and lone violent actor threat
management. He has a wealth of major crimes
case management experience, also investigated
and prosecuted numerous violent crime and
firearm offense cases. He has tried to verdict
murder cases in superior court resulting in
multiple first-degree convictions and has
extensive experience questioning wrongdoers,
victims of violent crimes, as well as witnesses.
Kevin also has experience litigating forensic
mental health issues, including dangerousness to
the public, sexually violent predator (SVP) status,
incompetency to trial (IST), mentally disordered
offender (MDO) status, and mental state during
the commission of a criminal offense.


https://smithstrategics.com/about/
https://smithstrategics.com/threat-assessment/
https://smithstrategics.com/training/
https://smithstrategics.com/threat-assessment/

