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USA & WORLD

Global Covid-19 cases surpass 250 million.

Town declares itself a ‘constitutional republic’ to buck Covid rules.
Study: Pfizer antiviral drug could nearly end deaths from COVID-19.
Monoclonal antibodies shown to prevent inflammatory
consequences.

Strengthening public safety through the SERVE Act.

Bill addresses wildfire preparedness, response.

Report urges efforts to strengthen pandemic vaccine planning.

FEMA to require on-campus students be fully vaccinated.

Yahoo withdraws from China as Beijing’s grip on tech firms tightens.
Study finds early COVID isolation was positive for many.

Doctors declare national emergency in children’s mental health.
Military: penalties loom for those who refuse to get COVID-19 vaccine.
Poll: researchers of Chinese descent worry about surveillance by the
US government and have stepped back from collaborations in China.
With prospects of herd immunity fading, endemic COVID-19 is upon
us, and new “whole of society” approaches are needed.

Updated assessment on COVID-19 origins.

Syphilis is resurging in the U.S., a sign of public health's funding crisis.

When a scholar is accused of being a spy.
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Covid Deaths Top 5 Million Even as
Vaccines Slash Fatality Rate.

Five countries account for nearly half of the last one million deaths

305 970

ses reported worldwide, Oct. 31

5,005,546

Tt\d aths p orted worldwide

7 099 262 864

dmm stered in 184 countrie:

+ The pace of deaths has slowed amid the
global inoculation push.

+ Upcoming winter will test immunity
gained through vaccination



https://www.cnn.com/2021/11/08/health/global-covid-cases-250-million/index.html
https://www.theguardian.com/us-news/2021/nov/05/california-constitutional-republic-covid-restrictions
https://www.pfizer.com/news/press-release/press-release-detail/pfizers-novel-covid-19-oral-antiviral-treatment-candidate
https://www.cell.com/cell-reports/fulltext/S2211-1247(21)01415-7
https://stefanik.house.gov/_cache/files/2/0/2032eb4a-0d60-490f-a4a6-0d76b940172c/369BD7C4290EB8352BFC7CBC983B19AF.serve-our-communities-act-one-pager.pdf
https://homelandprepnews.com/stories/74589-bill-addresses-wildfire-preparedness-response/
https://www.centerforhealthsecurity.org/our-work/publications/navigating-the-world-that-covid-19-made
https://training.fema.gov/covid19.aspx
https://www.theguardian.com/technology/2021/nov/02/yahoo-withdraws-from-china-as-beijings-grip-on-tech-firms-tightens
https://www.miamiherald.com/news/nation-world/national/article255455446.html
https://www.aap.org/en/advocacy/child-and-adolescent-healthy-mental-development/aap-aacap-cha-declaration-of-a-national-emergency-in-child-and-adolescent-mental-health/
https://www.wspa.com/news/military-wrestles-with-penalties-for-those-who-refuse-to-get-covid-vaccine/
https://www.nature.com/articles/d41586-021-02976-8
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/pandemic-to-endemic-how-the-world-can-learn-to-live-with-covid-19
https://www.dni.gov/files/ODNI/documents/assessments/Declassified-Assessment-on-COVID-19-Origins.pdf
https://www.npr.org/sections/health-shots/2021/11/01/1050568646/syphilis-std-public-health-funding
https://www.chronicle.com/article/when-a-scholar-is-accused-of-being-a-spy
https://www.bbc.com/news/technology-59063766
https://www.bloomberg.com/news/articles/2021-11-01/covid-deaths-top-5-million-even-as-vaccines-slash-fatality-rate
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Here's why CA may be on the verge of COVID-19 winter surge. —
« UCLA and UCSF awarded $41.5M to address toxic stress. Calimonmias Nrtrate: a0t NTE KOHCT
* Long Beach City College allow homeless students to sleep in cars.
« As strike looms, UC lecturers raise the stakes.
« Hastings Law will rebrand after outcry over namesake.
« AKKA extends partnership with UCR. S T
« UC Health supports CDC on COVID-19 vaccine for children. o ey
« Study: Safe reopening of UC campuses during COVID-19 in Fall 2020. chemicals above the legal limit.
« PG&E shareholders to pay $125M for igniting massive Kincade Fire.
« Mapping annual wildfire probabilities across California.

« Poll: Should California remain on daylight savings time?

« $10b worth of lost money - check database to see if any of it is yours. These chemicaia/can Igact e Lody'
« Drug companies win in California opioid crisis lawsuit. e L s e el
+ “It's time to sound the alarm and expect more empty shelves.” i e
« Employers gathering data on work habits - labor advocates protest.

« Truckers tired of taking blame for congestion crisis at California ports. Low ncomeLatno communies 'I|
350,000 students: Get vaccinated for Covid-19 or stay home. by nitrate contaminated —
 PG&E under federal investigation. v

« $182 million in pandemic food aid is going unused in California. Disparities in California’s Tap Water

« San Francisco Safeway makes decision to close early due to theft. Quality Persist, New Data Shows



https://capitalandmain.com/disparities-in-californias-tap-water-quality-persist-new-data-shows
https://abc30.com/covid-19-coronavirus-cases-rising-winter-surge/11211988/
https://www.newswise.com/articles/ucla-and-ucsf-awarded-41-5-million-to-address-the-impact-of-childhood-adversity-and-toxic-stress-on-health
https://www.abc4.com/news/national/homeless-students-at-california-college-can-now-sleep-in-their-cars-in-parking-garage/
https://www.labornotes.org/blogs/2021/11/strike-looms-uc-lecturers-raise-stakes
https://www.reuters.com/legal/legalindustry/uc-hastings-law-will-rebrand-after-outcry-over-namesake-2021-11-03/
https://www.businesswire.com/news/home/20211104006058/en/AKKA-Extends-Its-Partnership-With-the-University-of-California-Riverside
https://www.universityofcalifornia.edu/press-room/university-california-health-supports-cdc-recommendation-covid-19-vaccine-children
https://pubmed.ncbi.nlm.nih.gov/34735480/
https://www.abc10.com/article/news/local/wildfire/pge-125m-for-igniting-kincade-fire-california/103-d9ea4768-5bb2-41c7-88cc-3d792f388d8f
https://phys.org/news/2021-11-annual-wildfire-probabilities-california.html
https://www.kget.com/news/local-news/poll-results-should-california-remain-on-daylight-savings-time/
https://www.nbcsandiego.com/news/investigations/nbc-7-responds/california-holds-more-than-10-billion-in-lost-money-some-may-be-yours/2775972/
https://sco.ca.gov/upd_msg.html
https://www.wokv.com/news/health/drug-companies-win/TVKQHY7R4SBIZW3LZMA3ZCKC44/
https://www.abc10.com/article/news/politics/southern-california-ports/103-6745fd63-3df4-4331-85b9-e058ece4be53
https://www.sfchronicle.com/bayarea/article/Employers-are-gathering-data-on-your-work-habits-16586819.php
https://www.freightwaves.com/news/truckers-tired-of-taking-blame-for-congestion-crisis-at-california-ports
https://www.politico.com/states/california/story/2021/11/02/california-school-districts-get-covid-shots-or-go-back-to-distance-learning-1392141
https://calmatters.org/newsletters/whatmatters/2021/11/california-wildfires-pge/
https://www.capradio.org/articles/2021/11/02/182-million-in-pandemic-food-aid-is-going-unused-in-california-heres-how-to-make-sure-youre-not-missing-out/
https://sanfrancisco.cbslocal.com/2021/11/01/safeway-in-castro-cuts-hours-due-to-off-the-charts-shoplifting-its-sad-upsetting-and-frustrating/

REGION [Brversing

Environmentalists to sue the federal government over OC oil spill.
« Pomona school board votes to bring police back following 'defund' movement.
« Construction of mega-dorm at UCSB to continue despite resident architect quitting in protest.
« Vet sentenced to 25 years for attempted bomb plot in Long Beach.
« Special Alert program will assist LE responding to calls involving disabilities.
« Irvine man charged with assault and interference with a flight crew.
« USC president says it took too long to notify community of sexual assault at fraternity parties.
« Long Beach school safety officer faces second-degree murder.
« Former Cal Fire firefighter from Hemet gets 4 years for arson, fraud.

Maijorities across regions say California's leadership in climate change is * Most Californians expres.sed that the state's .
J g y P g climate change leadership around the world is

important very (43%) or somewhat (28%) important to
them (likely voters: 46% very, 25% somewhat).

.Very important M somewnhat important Not too important Not at all important

+ Majorities of Democrats (90%), independents
All adults 43 28 13 (61%), and Republicans (58%) say it is at least
Central Valley 20 28 17 somewhat important that California act as a
e E 41 28 leader in efforts to fight climate change.
Losangeles |GG - 7 . 2in3 adults and likely voters—are in favor of
Orange/San Diego [ 31 the state government making its own policies,
SF Bay Area 44 31 10 separate from the federal government, to

address climate change



https://rivcoready.org/ActiveEvents
https://www.ppic.org/blog/most-support-californias-leadership-in-climate-change-policy/
https://www.biologicaldiversity.org/campaigns/offshore_oil_drilling/pdfs/Center-NOI-BOEM-Beta-Unit-DPPs-11-02-2021.pdf
https://www.foxnews.com/us/calif-school-board-votes-police-school-campuses-defunding-movement
https://www.businessinsider.com/charlie-munger-ucsb-architect-mega-dorm-tiny-no-windows-2021-10
https://ktla.com/news/local-news/veteran-gets-25-years-in-prison-for-attempting-to-bomb-2019-rally-in-long-beach/
https://lasd.org/special-alert-form-announcement-and-presents-check-to-autism-society-of-la/
https://www.justice.gov/usao-co/pr/california-man-charged-assault-and-interference-flight-crew
https://www.dailynews.com/2021/10/30/usc-president-says-it-took-too-long-to-notify-community-of-sexual-assault-drugging-accusations-at-frat-house/
https://www.dailynews.com/2021/10/29/long-beach-school-safety-officer-faces-second-degree-murder-prosecutor-says/
https://www.sbsun.com/2021/10/29/cal-fire-firefighter-from-hemet-gets-4-years-for-arson-fraud/
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- 08 November:

« Upcoming Standard First Aid w/CPR/AED/Adult/Pediatric training
05 November:

« UCRRA Scholarship applications open
04 November:

 Nationwide aerosol monitoring network launches with a site in Riverside
03 November:

« 12th Annual Inland Empire Economic Forecast Conference: 10 Nov., 3-5 pm
02 November:

 VPIA Search Announcement

Please Reference Notes Section For More Information
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Narco-Messages and Targeted Assassinations in Mexico Indicate Worsening Turf Wars
« While The Rest Of Us Die: The secret history of the government's Doomsday plans
« Disaster Zone Podcast: The 2017 Las Vegas Mass Shooting
 Cyber Warfare Market - Growth, Trends, COVID-19 Impact, and Forecasts (2021 - 2026)
« Federal cybersecurity leaders are eager for new hiring powers
LA city councilman faces federal charges for behavior that's become all too common
« Podcast: Extreme heat, the silent killer
« Facebook: ‘Nanotargeting’ Users Based Solely on Their Perceived Interests
« Tips for improving your approach to business continuity exercises
« First-time gun buyers in pandemic surge more likely to have had suicidal thoughts
 Reuvisiting ‘The Degradation of the Academic Dogma’
« People are leaving jobs in droves. Here’s what makes them stay
« Webcast: Why Most Schools Are NOT Fully Prepared for a Lockdown
« A Psychologist Shares Common Warning Signs, Motives Among School Shooters
« Could Artificial Intelligence Save the Holiday Shopping Season?
« The Metaverse is Mark Zuckerberg's escape hatch
« Hunted by Taliban, 'abandoned' former Afghan spies turn to ISIS
« Data Breach at University of Colorado
« Microsoft Launches Community College Cybersecurity Program
« Wharton School is accepting cryptocurrency for tuition payments



https://crisis24.garda.com/insights-intelligence/insights/articles/narco-messages-and-targeted-assassinations-in-mexico-indicate-worsening-turf-wars
https://www.vicetv.com/en_us/show/while-the-rest-of-us-die
https://www.govtech.com/em/emergency-blogs/disaster-zone/disaster-zone-podcast-the-2017-las-vegas-mass-shooting
https://finance.yahoo.com/news/cyber-warfare-market-growth-trends-113600394.html
https://therecord.media/federal-cybersecurity-leaders-are-eager-for-new-hiring-powers/
https://www.city-journal.org/a-reminder-of-just-how-pervasive-corruption-is-in-los-angeles
https://www.latimes.com/podcasts/story/2021-11-03/the-times-podcast-heat-waves-california
https://www.unite.ai/facebook-nanotargeting-users-based-solely-on-their-perceived-interests/
https://www.continuitycentral.com/index.php/news/business-continuity-news/6757-tips-for-improving-your-approach-to-business-continuity-exercises
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2785592
https://www.chronicle.com/article/the-prophet-of-academic-doom
https://www.mckinsey.com/about-us/new-at-mckinsey-blog/people-are-leaving-jobs-in-droves-heres-what-makes-them-stay
https://event.webcasts.com/starthere.jsp?ei=1503457&tp_key=d3f8f53734&sti=web&utm_source=email&utm_medium=mc&utm_campaign=179010
https://www.campussafetymagazine.com/safety/psychologist-common-warning-signs-school-shooters/
https://www.natlawreview.com/article/could-artificial-intelligence-save-holiday-shopping-season
https://www.business-standard.com/article/international/the-metaverse-is-mark-zuckerberg-s-escape-hatch-121103000055_1.html
https://timesofindia.indiatimes.com/world/south-asia/hunted-by-taliban-abandoned-former-afghan-spies-turn-to-isis/articleshow/87464759.cms
https://www.infosecurity-magazine.com/news/data-breach-university-colorado/
https://www.govtech.com/education/higher-ed/microsoft-launches-community-college-cybersecurity-program
https://edscoop.com/wharton-accepting-cryptocurrency-tuition-payments/
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National 911 Program

services.

« The National 911 Program is housed within
the Department of Transportation’s
National Highway Traffic Safety
Administration (NHTSA) and is a joint 2020
program with the Department of o o cOVID-1Y
Commerce’s National Telecommunication Conta et oo vt st rom TS lone
and Information Administration. e 3
The National 911 Program is responsible e 2020
for improving coordination and e voleafor 11 systema witim the federa June
communication among federal, state, and & Rootiman Progrenamap
local ECCs, personnel, and D comenets vt
telecommunications carriers and vendors. e b the 911 commnty o senive
One of the Program’s primary objectives is 2019
to develop and share resources concerning | HDsFstStmegern ) LA
the technology used in providing 911 =oas (o anatonaly unifors 31 data svstom. ’_l DATlf‘F‘ATH ’



https://www.911.gov/about_national_911program.html

What is Next Generation 911 (NG911)? vz
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What is Next Generation 911 (NG911)?

« NG911is a digital, internet protocol (IP)-based system that will replace the analog 911 infrastructure that’s been
around for decades.

* NG911 includes the hardware, software, data and all the procedures and policies that relate to answering every
emergency request for help.

How does a NG911 system work?

A next-generation system has four main building blocks: the ESInet (Emergency Services IP Network), Next
Generation Core Services (NGCS), NG911 calltaking equipment, and a geographic information system (GIS).

Why do we need NG911?

« Americans have moved away from landline phones to cell phones and VolP, in which calls are made via the Web,
public safety must adapt to these new communication tools to best serve our communities.

How soon will my PSAP/ECC move to NG911?

« The transition to NG911 varies widely across the country.

« States, counties, cities and local authorities are figuring out how to start or complete their own switch away
from legacy systems.

« A few have even made the transition to a next-gen network. According to a 2020 report from the National 911
Program, 33 states reported adopting a statewide NG911 plan.

NG911 is much more than just receiving text messages or even video from someone in distress.
It will dramatically improve the ways in which all of public safety serves its communities.




PROGRESS TOWARD NG911 [T RIVERSIDE

Office of Emergency |
Management |

The voluntarily reported data shown here identifies
the percentage of PSAPs/ECCs in each state that
are capable of processing NG911 emergency calls
for all service types (wireline, wireless, VolP) using
next-generation infrastructure and GIS that meets
nationally accepted standards.

Hm 0% = VT

m >0-25% o, IMA

m 26-50% —
51-75% el
75-99% e e
100% AS

= Unknown 3 =

# Did not submit #ys '

Source: National 911 Annual Report: 2019 Data, National 911 Program

When fully deployed, NG911 will do things we only dream of today, like seamlessly working
with other agencies and neighboring jurisdictions—even with colleagues across the country.




Roadmap: Connecting Systems ulE

Business Governance Goals

Identify strategies and resources to address policy, regulatory, governance, and funding issues
or obstacles faced by jurisdictions both independently (along their transition to NG911
capabilities) and collectively as they relate to achieving nationwide interconnectivity.

Technical Goals

Stimulate adoption and enable implementation of NG911 technology by promulgating
NG911 open standards and establishing means by which emerging technologies can be
validated for compliance and security.

Data Goals

Support the enhancement of 911 services by establishing technical and operational data
solutions that support cross-jurisdictional and nationwide situational awareness, information
sharing, and predictive data analysis.

Operational Goals

Distinguish, enhance, and promote operating procedures, performance, evaluation, and
professional development strategies that support complete and streamlined
implementation of NG211 capabilities.

Cross-Cutting Goals

Facilitate education and knowledge transfer on an ongoing basis.
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National 911 Program Interoperability  musse:

NG911 & FirstNet Infographic Video ¢ ~

och It Share +

2 e IrstNet  — First Responders

Wireless network shares
NG911 Call Centers inforgnation and rich data

n Receive and triage from 911 with first responders
‘information and rich data |

Public Emergencies

Public sends information and
‘data like video footage to 911

Watch on 83 Youlube




National 911 Program Interoperability  mueu

Office of Emergency
Management

|

Emergency

Information

Data Object Mobile Data Situational
9 Incident Data (EIDO) Terminal (MDT) Awareness

-
o

.fHéspitals/Other

Agencies

h 4

Related Data

N

Call and Caller

Exchange (IDX)
Location and D

NG911-PSBN NNI
EIDO conveyance

lnformation \
First
*Tﬂ\ —.I_ D D Responders
NG911 Core
Citizen Input / Services First Responder
Profile Data (NGCS) Tablets/Smartphones

A variety of public and private entities are also conducting a series of activities to contribute to
the ultimate goal of understanding, establishing, and widely deploying a uniform interconnection.




How NG911 Can Benefit Emergency Mgt.  mus

@&‘\ Better Location Accuracy

NG911 tools allow you to get not just a caller’s
latitude and longitude, but an extremely
accurate dispatchable location. PSAPs will
be able to view, too, a three-dimensional map
showing which floor in a building someone is
calling from. Even better, all the data that
comes in with a next-gen call can be immedi-
ately transferred to field responders, medical
providers or others who may need the
information.

-
- Improved Crash Data

Telematics, already integrated into many vehicles,
are capable of notifying 911 with precise location
information and crucial details like speed at
impact, airbag deployment, number of occupants,
and how many seat belts were in use. This data,
available at dispatch, helps fire services and EMS
prepare appropriate equipment and provides
medics with key information to plan for transport
to the appropriate hospital or trauma center.
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How NG911 Can Benefit Emergency Mgt.  musn,

KEY: g VIDEO.MAGES & LOCATION DATA

Public Safety

Communications .7
Center More Ways to Help All ~ «
vl A Types of Callers
Information from 911 NG911 will enable new services like

language assistance/translation for
non-native English speakers and help for
the deaf and hard-of-hearing. These
technologies will be embedded in
Next-Gen platforms, making them
seamless for telecommunicators to use.

Improved Field Responder ‘
Safety & Awareness

New and emerging technologies in the
NG911 environment provide information
in the form of photos, streaming video, texts
and other data that helps your colleagues
in law enforcement, fire services and EMS
better understand what’s happening even
before they're on-scene, Telecommunicators
can access building sensors and video feeds,
too, helping to identify hazardous materials,
environmental conditions or the location
of potential victims.

BANK
(o)



Protecting 911 from Ransomware

PROTECT YOUR CENTER FROM

TEXAS DEPARTMENT OF INFORMATION RESOURCES (DIR)

RANSOMWARE: WHAT IS IT?

Ransomware is a type of malicious software
(a.k.a maiware) that cyber criminals use to extort
money from organizations. When activated,
ransomware encrypts information stored on
your computer and attached network drives, and
demands a ransom payment in exchange for the
decryption key.

Ransomware attacks are costly and disruptive;
there are serious risks to consider before paying
ransom. The Federal Government does not
recommend paying ransom. When organizations
are faced with an inability to function, they must
evaluate all options 1o protect themselves and
their operations.

IFYOU BELIEVEYOUR COMPUTER IS

INFECTED WITH MALWARE

n Contact your IT department and
supervisor immediately

If you can locate the Ethernet cable,
ﬂ unplug the computer from the
network

n If you can’t disconnect the
computer from the network, unplug

Note To Users:
Tatk with your IT for guid

WHY ARE PSAPS A TARGET?
Emergency communicaions operations are crucial to public health and safety, interruptions in service
could result in loss of ife. Because they are so important, public safety answering points (PSAPs) and
emergency communications canters (ECCs) are high-value targets for cyber threat actors.

it from power

For laptops: hold down the power
button until the light is completely off
and remove the battery if possible

IMPORTANT CONTACTS

+ Network Security Operations Center (NSOC)
(888) 839-6762 24x7 security-alerts@dirtexas.goy
+ Option 1: Network
+ Option 2: Security
* DIR Cybersecurity Incident Response Team
and Assistance Hotline 1-877-347.2476 24x7
+ Commission on State Emergency Communications
(CSEC) 911alerts@csec toxas.gov W, v

(866) 787-4722

+ FBI Internet Crime Complaint Center (IC3)

on runming soffy and op:

g system upd

The Federal Government advises organizations NOT to pay

w.fbi.govl

*if you have any questions, please contact the Office of the Texas Statewlide Interoperability Coordinator (SWIC) at txswic@dps.texas.goy

" These updat
the latest security paiches, making It harder for cybercriminals to compromise your computer.

Organizations should maintain off-site, tested backups of crit

/

Include

i your center has experienced a ransomware attack or any other maliclous cybersecurity activity,
the following contacts may provide assistance

FEDERAL PARTNERS

+ Cybersecurity and Infrastructure Security
Agency (CISA) (888) 282-0870 www.clsa.gov

+ Multi-State Information Sharing and
Analysis Center® (MS-ISAC®)

+ FBI Dallas Field Office (972) 559-5000

+ FBI El Paso Field Office (915) 832-5000
* FBI Houston Field Office (713) 693-5000
* FBI San Antonio Fleld Office (210) 225-6741
* FBI Field Office Cyber Task Forces

PROTECTING YOUR CENTER

Practice cyber awareness and complete all required cybersecurity training. Knowing and
following your organization's cybersecurity policies is key to profecting your center.

Attackers wilf send emails enticing users to open an attachment or click a link. Taking either

action will lead to ransomware infection.

E Be suspicious of any email asking you 1o foliow a link or open an attachment

[Z] !f you are not expecting an email attachment om & co-worker, gve them a cal to venfy

[:_7] Report suspicious emalis to your [T staff

Newer chack personal emal from computers with access 1o Computer Auded Dispatch (CAD). Reoords
Management System (RMS), or other mission oritcal systems

m Hover over & vyperink with your mousa 10 see the yperink adoress. If The witten hyperknk and e one
shown when hovenng are different— this s a red flag
Avard clicking in pop-ups. Attackess use pop-ups % entice Lsers 1 dick on pop-up windows which may
ingger makhicious software

SOCIAL ENGINEERING

Attackers use social engineering to trick you into disclosing confidential information or
clicking a malicious link. They study your “digital footprint” (e.g. social media accounts)
and creafe emails designed to exploit your trusted relationships.

Remave any work-related information from your sccial media accounts
Be suspic
protec

5 of emals or phone calls Yom management asking you 10 0o someting oulsice of
0050UIe

m Be suspicious of emals ¥om coworkers and inends asking you to chek a bnk or open an afachment

DRIVE-BY-DOWNLOAD

Attackers will host on websites or through advertising networks, Just visiting
a malicious site will enable malware or ransomware infection.
Never browse the inseenét from & computer with access 1o CAD, RMS, or ofver mssion cntical sysiem

If your center has a designated computer for imernet browsing, check with IT 1o ensure that your
computer and web browser are up-lo-date, and pop-up blacking 5 enabled
m Wed) browsing should be limaed 10 websiles related % your mssion and job responsialses

USERNAME & PASSWORD COMPROMISE

Attackers can use compromised usernames and passwords to log on to your workstation

remotely, or gain access to your agency's network. Iif your password is too simple, it can

also be easily guessed.

Use complex pasewords Nial nclude upper and ower case latiers, special characiens, and numbens, of
i & 34 word pass-pivase Il the cpbion 18 avaslable

@ Don't reuse passwords across diferant acoounts and onlng services

Dont shive passwords with other users, post passwords within the center, or save work-related
PEASWODS ON your pamonal devices

INFECTED USB DEVICES (USB Sticks, Thumbdrives, Smartphones, Etc) [

Ransomware can infoct a computer when a user attaches an infocted USB device. Attackers
may leave thumbdrives in public places hoping you will insert them into your computer.
Never connect USE devices 10 CAD, RMS, or other mission cefical systems

Never charge any smarghane via & USB connection on CAD, RMS, or other mission orical syslems

v
use & wll outiet
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