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NYC Vaccine Mandate: Contingencies in place as mass layoffs loom.
: S : ) 310CT - 12 N0V 2021

Neurological complications after first dose of COVID-19 vaccines. BLASBOW

Fireproofing America’s forests.

CDC: $26M for infectious disease forecasting

Timeline for potential attacks by Islamic State against the West. c n I ZB

Antibiotic resistance at a crisis point - new drugs needed

100 days until Winter Olympics: Beijing races to control Covid. The 26th UN Climate Change Conference
Racial reckoning in the US: Expanding global transitional justice. ;‘;:{‘,;"3;;:;,‘;‘1%3;‘::}';‘;;;"C'L',:,:'“g
Proposed new Wealth Tax explained. and the UN Framenork comentiom o'
FBI: 4,071 more police officers assaulted in 2020 than 2019. e e counting for more than
China lockdown: new Covid outbreak to worsen in coming days. o ot Eos oo 70

In major shift, NIH admits funding risky virus research in Wuhan. Put net-zera commitments in place.
How Public Health took part in its own downfall. There are nine requirements fo solving the net-zero equation and ensuring
What's in the megabill? Cheat sheet on 12 big topics.
China using 'wide variety' of methods to steal trade secrets. 4-ggfgﬁ}‘nvgngﬁnpgg't;j;“;;@ﬂ°”
Russia targeting technology supply chains. VRIS,
NSA awards $500,000 cybersecurity grant to University of Missouri. Sl
The Facebook Papers: What to know about the insider documents.

US troops have been training Taiwanese forces.

UK military honing “economic warfare” skills to counter cyber-ops.



https://newyork.cbslocal.com/2021/10/31/new-york-city-covid-19-vaccine-mandate-fdny-nypd-department-of-correction-department-of-sanitation-bill-de-blasio/
https://www.nature.com/articles/s41591-021-01556-7
https://www.city-journal.org/better-forest-management-can-curb-wildfires
https://homelandprepnews.com/stories/74517-cdc-pledges-26m-for-development-of-advanced-infectious-disease-forecasting-analytics/
https://theconversation.com/antibiotic-resistance-is-at-a-crisis-point-government-support-for-academia-and-big-pharma-to-find-new-drugs-could-help-defeat-superbugs-169443
https://www.voanews.com/a/timeline-for-potential-attacks-by-islamic-state-al-qaida-getting-shorter/6286646.html
https://www.cnn.com/2021/10/27/china/covid-outbreak-lockdown-mic-intl-hnk/index.html
https://carnegieendowment.org/publications/85638?utm_source=rss&utm_medium=rss
https://www.mlive.com/news/2021/10/proposed-new-wealth-tax-explained-which-americans-would-face-additional-taxes-on-assets.html
https://www.fbi.gov/contact-us/field-offices/dallas/news/press-releases/fbi-releases-statistics-for-law-enforcement-officers-assaulted-and-killed-in-the-line-of-duty
https://timesofindia.indiatimes.com/world/china/china-locks-down-thousands-expects-new-covid-outbreak-to-worsen-in-coming-days/articleshow/87248612.cms
https://www.vanityfair.com/news/2021/10/nih-admits-funding-risky-virus-research-in-wuhan
https://www.theatlantic.com/health/archive/2021/10/how-public-health-took-part-its-own-downfall/620457/
https://www.politico.com/news/2021/10/25/whats-still-in-the-dem-megabill-cheat-sheet-on-12-big-topics-516844
https://www.cyberscoop.com/china-ai-quantum-national-security/
https://www.cyberscoop.com/russian-hackers-microsoft-government-breach/
https://www.securitymagazine.com/articles/96249-nsa-awards-500-000-cybersecurity-grant-to-university-of-missouri-research
https://www.npr.org/2021/10/25/1049015366/the-facebook-papers-what-you-need-to-know
https://www.businessinsider.com/us-green-berets-explain-how-they-train-taiwan-troops-2021-10
https://thegoaspotlight.com/2021/10/23/ft-britain-may-use-military-special-forces-from-financial-experts-against-russia-international-panorama/
https://ukcop26.org/
https://www.mckinsey.com/business-functions/sustainability/our-insights/solving-the-net-zero-equation-nine-requirements-for-a-more-orderly-transition
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B |
State renews $1.7 billion contract with troubled COVID lab. —
« Partnership aims to expedite port, infrastructure projects.

California Climate Investments

« Testimony about wildland firefighting workforce reforms. @ Comulative Project Outcames
« How trade unions and climate advocates can forge an alliance. A
51% of funding benefiting 659,000+ acres of land
« Recent storm caused rockslide - forces Highway 1 closure. T ot en %Jﬁ pesmeaionserasbr e
« Key prosecutors are leaving SF DA’s office to join the recall effort. * it - ij;gzt‘:x‘:m:::’ii::i::i::;"
« UC Hastings reckons with the shame of native massacres. A oomorctostioving EREER 1230000 prfcsmtlng ey
- Study: State facing massive groundwater contamination. "" o
« Newsom touts recovery, but employment data says otherwise. i T S e
« Carson declares emergency over a strong noxious smell. . California Climate Investments Project shows
e @Gas prices Continue to rise - most expensive in U.S project level information on California Climate
. . = Investments using Cap-and-Trade auction

« Lawrence Berkeley National Lab: Managing water resources. proceeds.
d Did Changes to high_speed rail Spending breal( the laW? . These.projectsareasubsetofalargerand
« Unemployment fraud reaches at least $20 billion. coordinated effort to make climate and energy

. . investments throughout California that further
* Insurers owe no coverage for COVID-19 interruption losses. the State’s climate goals.
hd Callfo rnla IS 2nd tougheSt pl.ace In U.S- to flnd a JOb- « Universities and research institutions can apply
° The state's fOUF main problems. for cap-and-trade funding for research and

projects that reduce greenhouse gas emissions.

« Newsom visits UC Merced, highlights equity efforts of med school.
« Visualizing California's stunning shipping gridlock.
« S24 billion in goods is floating outside California's biggest ports.



https://calmatters.org/newsletters/whatmatters/2021/11/california-covid-testing-valencia-lab/
https://www.supplychaindive.com/news/california-usdot-program-port-infrastructure-congestion-newsom/609188/
https://wildfiretoday.com/tag/legislation/
https://capitalandmain.com/how-trade-unions-and-climate-advocates-in-california-can-forge-an-alliance
https://gvwire.com/2021/10/27/rockslide-on-central-coast-shuts-down-long-stretch-of-highway-1/
https://www.city-journal.org/prosecutors-leaving-district-attorney-chesa-boudin-office-to-join-recall-effort
https://www.nytimes.com/2021/10/27/us/hastings-college-law-native-massacre.html
https://pubs.acs.org/doi/10.1021/acs.est.1c02056
https://grist.org/accountability/fracking-waste-california-aqueduct-section-29-facility/
https://calmatters.org/commentary/2021/10/newsom-california-economic-recovery/
https://thehill.com/homenews/state-watch/578529-california-city-declares-emergency-over-noxious-smell
https://www.abc10.com/article/traffic/gas-prices/gas-prices-continue-to-rise-in-california/103-45292ce2-e8b4-4da0-95a2-54debb5bcf90
https://scienceblog.com/526232/managing-water-resources-in-a-low-to-no-snow-future/
https://www.fresnobee.com/news/local/high-speed-rail/article255281836.html
https://www.siliconvalley.com/2021/10/26/californias-unemployment-fraud-reaches-at-least-20-billion/
https://www.smcoronavirusinsights.com/2021/10/insurers-owe-no-coverage-for-covid-19-related-business-interruption-losses-under-commercial-property-policies-insuring-direct-physical-loss-of-or-damage-to-property/
https://californianewstimes.com/california-is-2nd-toughest-place-in-u-s-to-find-a-job-press-telegram/568606/
https://www.desertsun.com/story/opinion/readers/2021/10/24/get-california-back-track-focus-four-main-problems/6142630001/
https://www.gov.ca.gov/2021/10/25/governor-newsom-visits-uc-merced-highlights-equity-efforts-of-future-medical-school/
https://www.cnn.com/2021/10/23/business/20211023-california-ports-animation/index.html
https://www.cnn.com/2021/10/25/business/supply-chain-ports-inflation/index.html
https://webmaps.arb.ca.gov/ccimap/
https://static1.squarespace.com/static/55a6b117e4b002796fd89798/t/5f627c38a72621110508709f/1600289849157/Funding+for+Universities+Research_California+Climate+Investments.pdf
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LA County Sheriff Alex Villanueva warns that the county's vaccine mandate
will cause a "mass exodus” of police & poses a threat to public safety.
« How Riverside lured ISCA Technologies to uproot global agriculture.

« Why Los Angeles is suddenly tripping out. Hantavirus in brief
. o . . . . How the virus spreads to humans
» Lack of affordable housing plagues region, drives homelessness crisis. @ Virus found @) Infected feces @ Inhaled
. . . . . in rodent becom ‘ b
« El Super market chain fined $1.1M over alleged COVID sick leave violations feccsc”/) ar%‘&n?’ '\ humans
* San Marino man sentenced with 11 felonies for disrupting demonstration. ¢ ...
« UCR tests protocols for microplastics testing in water. by Neih,
« Hill International secures $125M contract with SoCal Edison. e :ggﬁg’igf‘fom.mg i e
. . h « Shortness of breath istress: seriou
« USGS confirms earthquake felt widely across SoCal. et aie &'?éct??hﬁt 1
. . quickly worsens
- Atmospheric river-amped bomb cyclone breaks records across SoCal. - Mot proent sl rens J 8
« Firm hired by RivCo simultaneously ran pro/anti vaccination campaigns. s becuseletsrestonthegroud
« Armed officers still patrol SoCal schools, despite outcry. First human case of hantavirus in
« Changes affect area codes 562, 626, 949 and 951. RivCo, Infection generally occurs
. . . accidentally by inhalation of virus-
« Santa Ana becomes first Orange County city with rent control. containing aerosols from rodent
. ’ eyt i h ine, f d
« How surfing became the key to OC’s political future. S S s L raa
» Rattlesnakes are part of life in SoCal - Here are six myths about them. human to human.

RivCo EOC is currently activated to Level 3 (virtual) in support of the ongoing COVID-19 response.



https://thehill.com/homenews/state-watch/579370-la-county-sheriff-warns-of-mass-exodus-over-vaccine-mandate
https://www.riversideca.gov/press/how-riverside-lured-isca-technologies-uproot-global-agriculture
https://www.lamag.com/citythinkblog/shrooms-shamans-kosher-lsd-why-los-angeles-is-suddenly-tripping-out/
https://xtown.la/2021/10/28/pandemic-rent-rise/
https://ktla.com/news/local-news/socal-grocery-store-chain-fined-1-1-million-after-covid-sick-leave-violations-found-at-38-stores/
https://www.justice.gov/usao-cdca/pr/san-marino-man-who-drove-truck-demonstrators-sentenced-federal-prison-committing
https://spectrumnews1.com/ca/san-fernando-valley-ventura/environment/2021/10/26/our-water-will-need-to-be-tested-for-microplastics--california-finds-a-way
https://seekingalpha.com/news/3758039-hill-international-secures-125m-contract-with-southern-california-edison
https://www.insurancejournal.com/news/west/2021/10/26/639050.htm
https://losangeles.cbslocal.com/2021/10/26/monday-storm-broke-several-rainfall-records-southern-california/
https://www.siliconvalley.com/2021/10/26/company-hired-by-riverside-county-to-push-covid-19-vaccines-also-has-campaign-against-shot-mandates/
https://www.pe.com/2021/10/24/despite-outcries-armed-officers-maintain-presence-at-southern-california-schools/
https://www.nbclosangeles.com/news/local/some-socal-cities-switching-to-10-digit-dialing-beginning-sunday/2729442/
https://voiceofoc.org/2021/10/santa-ana-becomes-first-orange-county-city-with-rent-control/
https://www.bloomberg.com/news/articles/2021-10-22/california-48th-district-map-hangs-in-balance-between-democrats-republicans
https://www.latimes.com/california/story/2019-10-31/rattlesnakes-myths-busted?campaign_id=49&emc=edit_ca_20211027&instance_id=43874&nl=california-today&regi_id=125511032&segment_id=72748&te=1&user_id=7126d23675df4f68a01f8e385d5d736e
https://rivcoready.org/ActiveEvents
https://kesq.com/news/health-news/2021/10/28/first-human-case-of-hantavirus-in-riverside-county/

Office of Emergency
Management

COMMUNICATIONS ﬂﬂRlVERsmE'

01 November:

 UCR Employee COVID-19 Testing Communication (UCOP Vaccine Policy Mandate - Testing
Compliance)

« 29 October:
« Chancellor’'s Update - October 2021
« 28 October:
« UCPD Crime Alert: Attempted Robbery Occurred on Campus
« UCOP COVID-19 Digest
« UCR 2021-2022 Winter Holiday Closure
» 27 October:
« New School of Medicine building begins construction

Please Reference Notes Section For More Information
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Bill to provide additional financial support for public servants affected by directed energy attacks

Is internet addiction a growing problem?

Meet Ray Epps: The Fed-protected provocateur who may have led the attack on the U.S. Capitol
The STOP THE BLEED® Podcast

Afghanistan facing desperate food crisis, UN warns

Syria executes 24 people charged with lighting wildfires

Walmart has quietly begun hosting Bitcoin ATMs

What is the metaverse? Meaning explained

DOJ: Kansas Man Pleads Guilty to Water Facility Tampering

Securing your digital life: The basics

Higher Ed, We've Got a Morale Problem — And a Free T-Shirt Won’t Fix It
Thousands of workers are opting to get fired, rather than take the vaccine
This is How They Tell Me the World Ends: The Cyberweapons Arms Race

Is the Pandemic Rewiring Kids' Brains?

Webcast: TikTok — The Latest School Safety Challenge



https://homelandprepnews.com/stories/74489-havana-act-funding-included-in-appropriations-bill/
https://www.bbc.com/news/business-58979895
https://www.revolver.news/2021/10/meet-ray-epps-the-fed-protected-provocateur-who-appears-to-have-led-the-very-first-1-6-attack-on-the-u-s-capitol/
https://anchor.fm/stopthebleedpodcast
https://www.bbc.com/news/world-asia-59011501
https://edition.cnn.com/2021/10/21/middleeast/syria-executes-24-people-wildfires-intl/index.html
https://www.coindesk.com/business/2021/10/21/walmart-has-quietly-begun-hosting-bitcoin-atms/
https://nypost.com/2021/10/21/what-is-the-metaverse-meaning-explained/
https://www.justice.gov/usao-ks/pr/kansas-man-pleads-guilty-water-facility-tampering
https://arstechnica.com/features/2021/10/securing-your-digital-life-part-1/
https://www.edsurge.com/news/2021-09-27-higher-ed-we-ve-got-a-morale-problem-and-a-free-t-shirt-won-t-fix-it
https://www.npr.org/2021/10/24/1047947268/covid-vaccine-workers-quitting-getting-fired-mandates
https://www.diplomaticourier.com/posts/this-is-how-they-tell-me-the-world-ends
https://newrepublic.com/article/163953/covid-pandemic-children-brains-trauma
https://www.campussafetymagazine.com/webcast/tiktok-the-latest-school-safety-challenge/

5 Year InfoSec Maturity Roadmap 2021  mus

Cal-Secure is the California Executive Branch’s first five-
year information security maturity roadmap.

The roadmap was created through a collaborative
process with the California Cybersecurity Integration
Center (Cal-CSIC) & critical partners:

 Governor's Office of Emergency Services (Cal OES)
 Highway Patrol (CHP)
« Department of Technology (CDT)
« Military Department (CMD)
- State government security community
The California Homeland Security Strategy (HSS) has

established the goal of Strengthen Security &
Preparedness across Cyberspace.

Cal-Secure is broken into three roadmap categories -
people, process, and technology.

Cal-Secure identifies nine key priorities (three per
roadmap category) and 15 forward- leaning initiatives.

CAL-SECURE

< il L
California HSS

¥

)
L
8

Vision 2023

Agency
CAL-SECURE Strategy

s Target State

Cal-Secure

| COMMUNITY INPUTS |




5 Year InfoSec Maturity Roadmap 2021

UC

CAL-SECURE ROADMAP PRIORITIES TO REDUCE RISK

PEOPLE

World-Class
Cybersecurity Workforce

a

258

PROCESS

Federated
Cybersecurity Oversight

TECHNOLOGY

Effective
Cybersecurity Defenses

Develop job roles, job
categories, knowledge, skills,
and abilities (KSAs)

Expand cybersecurity
fraining opportunities

Increase opportunities to
source cybersecurity talent

Provide effective
cybersecurity oversight of
California’s Executive Branch

Support Agency and entfity
cybersecurity strategy
development

Promote agile, collaborative
statewide cybersecurity
governance

} Define baseline cybersecurity

capabilities for California’s
executive branch

Foster cybersecurity
by design through IT
modernization

Collaboratively tackle
cybersecurity threats

»  Office of Emergency

RIVERSIDE'




5 Year InfoSec Maturity Roadmap 2021

Foundational Guidance

Cal-Secure is designed to further the
goals of the California HSS and the State
Technology Strategic Plan: Vision 2023 by
enhancing and maturing cybersecurity
capability at all levels of California’s
Executive Branch, from statewide
executive branch cyber and information
security governance to the security
awareness and training of the state
workforce.

The 15 key Cal-Secure initiatives align
with the Vision 2023 goals and support
strengthening cybersecurity and
preparedness across the state.

E Office of Emergency
Management
Privacy preserving,
highly available, .
5 ) .. and resilient .-
One unified team Foster a diverse and
approach across all ‘. cybersecurity-minded
. government to " workforce '
.. manage risk .-

» Centralize and streamline !
", cybersecurity defense .
) capabilities

_ Security and privacy
“. built into everything .

we deliver
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PEOPLE

World-Class Cybersecurity Workforce

Develop pipelines for ) Expand tailored workshops
cybersecurity professionals for the state cybersecurity
workforce
We will develop and unify California’s diverse, innovative cybersecurity workforce to 4 ,,A,'i't?,“t,f;":ffiﬁﬁ;['.t,,”i{i‘;'t?f? b Promots innovative programs
safeguard the data and systems used to deliver public services. ittt L Al A S
’ Create a cybersecurity career
path toolkit
Across the nation, governments and other organizations ROADMAP
are facing a shortage in the cybersecurity workforce.
Approximately 521,000 cybersecurity jobs nationwide PRIORITIES

went unfilled as of February 2021. California led
the country with 66,000 cybersecurity job openings
between October 2019 and September 2020." As a

result, California's HSS has statewide objectives to
make cybersecurity workforce development and training

Develop job roles, job
categories, knowledge,

skills, and abilities
SOURCES OF TALENT

a priority. To help address this challenge, California’s <

executive branch must take a proactive approach to Eéisﬁlrg State | I|EdLﬁar'mnal w?r?;der

increase training opportunities for existing staff, as Expand cvbersecurit ERCYEES e OUCOICE

well as increase the pipeline of candidates to fill b y y ALENT POOL

critical positions. training opportunities ecuri » Colleges « Veterans

i Increased
Universitics [ opportunities
Some of these pipelines and opportunities exist today; Jechrical cyfesrgggﬁfiw
however, we will need to provide additional investments Increase opportunities For-profit i talent

and develop partnerships throughout the coming years.
Behind these initiatives will be a “one government”
approach that brings together key stakeholders across
California’s executive branch.

to source cybersecurity schools
talent K-12



5 Year InfoSec Maturity Roadmap 2021 wussr,
PROCESS

Federated Cybersecurity Oversight

KEY INITIATIVES

We will provide effective oversight supported by a flexible governance model.

} Create tools for Modernize cybersecurity
Wbc?rse(:lclir;% Isc:ra:‘t%r]% :tnd procurement
: . roadma
8ol!abora’tlon and planning are a corperstqne_gf ROAD MAP state aggncies a?ld entities ) Create multi-tiered
alifornia’s HSS to ensure the security, reliability, cybersecurity governance
integrity, and continuity of critical cyber information, PRIORITIES ) Formalize the cybersecurity bodies
records, communications systems and services. governance structure
A clearly defined, empowered, and efficient Provide effective
governance model is critical to the success of all inf ti . d ) Transform state information,
initiatives associated with this roadmap. California’s Information, privacy, an privacy, and cybersecurity
cybersecurity governance structure has evolved over cybersecurity oversight of sl e g

time, moving from a centralized governance structure the Executive Branch
to a highly federated one. However, as entities have
become more independent, some have become
“islands of excellence” by continually seeking to
improve cybersecurity maturity, while others have
become “islands of neglect,” as a lack of resources
and training have caused their cybersecurity
programs to fall behind.

Support agency and entity
cybersecurity strategy and

roadmap development POLICY AND OPERATIONAL COORDINATION AND GOVERNANCE
STATE CYBERSECURITY PARTNERSHIP

. . Governor's : ; iforni California R
To address this issue, Cal-Secure outlines a Promote agile, collaborative Cybersecurity oy | Witary Sl Departmant o
hybrid model that uses an empowered agency statewide cybersecurity skl Department Services Technology
level governance structure, along with oversight governance - — r—— . e
by OIS. New C},r'bers_epurity and privac}' pOIiCiesr per:t?o:?:(?\ﬁsory nS(:ercmu?itl)({)n Technology Inforgr;:::t‘i:zn Olf?‘icer
processes, and decisions made at the agency Committee (TOAC) Advisory Council [Jllleadership Executivelll * (AIO) Operations
level are communicated and applied at the entity LA gnclIEC il
level. This hybrid governance model will encourage . Secure Internet Gatewa
collaboration and communication between et

California’s cybersecurity leadership, as well as the
development of strategic plans at all levels.
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*  Office of Emergency
Effective Cybersecurity Defenses KEY INITIATIVES

We will invest in technology and services to enhance cybersecurity capabilities at D Create a portfolio of D Define cybersecurity
TH Cybersecurity as-a-Service technology requirements
all state entities. offerings through community-led
groups
p Implement the Unified

i io? A : Integrated Risk Management Integrate cybersecurity
California’s HSS lays out the priority to implement ROADMAP platform 4 into the IT Modernization
and maintain procedures to detect malicious activity, Roadmap
and conduct technical and investigative-based PRIORITIES D Provide all state entities with
countermeasures, mitigations, and operations against security operations services
existing and emerging cyber-based threats. Define baseline
Cal-Secure defines three technology-related priorities . cybers_gt.?u rity
of the Executive Branch to enhance the ability of capabilities for
state entities to safeguard the data and systems used state entities

to provide services to the public. First, the roadmap
defines the basic baseline set of technical cybersecurity ]
capabilities required for all state entities, along with a . Foster cybersecurity LT 1S TS [ S

. e s .. R - CALIFORNIA CYBERSECURITY
roadmap for prioritizing their implementation. Secondly, by design through e el Sl STATEWIDE DATA CENTER INTEGRATION CENTER

MANAGED SERVICES

the strategy aligns with the State’s IT modernization IT modernization (CGENy (CAL-CSIC)
eﬁ:ort that alms to modernlze Iegacy bUS"'less processes + CGEN Edge Detection + Endpoint Protection + Complex Incident Response
+ CGEN Edge Protection + Email Threat Detection Coordination
and 5y5tem5 throughcult the State Las“y, Cal'secure + Distributed Denial-of-Service (DDoS) + Network Threat Detection and + Statewide Cyber-Exercise
P it i Protection Prevention » Threat Information Shari

Calls fOr the CO"EIbOI'a_tIOI'I Df the callfornla De artment : + Initial Incident Response Management « Internal Lateral Movement Monitoring . Pri:fr;izg :;Z]Cg)r:mu:rclr;%e Threats
of Technology Security Operations Center (CDT SOC), Collaboratively tackle + NetworkForesis » Web Application Firewall and Protection| | + Attack Surface Mapping

_ ny . + Access control services + S Application Integrat d . i i
Cal-CSIC, and all state entities to tackle threats across cybersecurity threats ¢ Access confrol services Secure Applcaion nlegraonand | |« Threatnteligence Itegration

the s_tate' The CDT SOC’ Cal-cs_lc_and State entmes * All California Executive Branch entities must utilize CGEN per Government Code (GC) 11546.3 (a&b). These capabilities
provide continuous security monitoring of threats at come with this service.

endpoints and on the California Government Enterprise

Network (CGEN), dramatically and efficiently improving

the state’s cybersecurity posture and ability to quickly

mitigate cybersecurity risk.
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Within the next five years we aspire to...

PEOPLE
a

il

We will develop and unify California’s diverse, innovative
cybersecurity workforce to safeguard the data and systems used to
deliver public services.

) Significantly reduce the average phishing click rate
b Increase talent pool partnerships

p Greatly increase the number of available cybersecurity training events
and workshops

PROCESS

We will create a flexible governance model to measure progress,

define policies and standards, and make informed decisions.

Enable the Executive Branch to have the capability to identify risks
continually across IT infrastructure

Build a collaborative and informed Executive Branch security
community

Help build Executive Branch Agency and entity strategic plans and
roadmaps

Establish a continuous process improvement to maximize capabilities for
technology and people

TECHNOLOGY

We will invest in technology and services to enhance the
cybersecurity capabilities of the Executive Branch.

Link together and obtain threat data from the Executive Branch assets

All planned cybersecurity capabilities implemented and continuously
managed across all state assets

Eliminate the use of unsecured technology

M Rversize
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Management

. Collaboratively tackle cybersecurity threats

By sharing core capabilities and leveraging our partnership with the California
Cybersecurity Integration Center (Cal-CSIC) as the central organizing hub of state
government’s cybersecurity activities, the state will dramatically increase its ability to detect,
protect, and respond to cybersecurity threats. California's Executive Branch must create a
constellation of existing security operations groups with the CDT SOC as the primary 24x7
operational security component. By the end of 2023 all state entities, regardless of size or
business, must be part of this collaborative constellation network.

E:!_"" LEFEI County
f / EXECUTIVE BRANCH S0Cs AND MANAGED
[ / Ff\fﬂt‘! SECURITY SERVICE PROVIDERS (MSSP)
£ -
0 \
\ 1, "‘-‘
vl . 1.\\
L \
Cal-CSsIC - Ay

= . STATE ENTITY INTERNAL
SECURITY TEAMS
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_———_____ - T ___—‘—__\_\_\_\_
Identity Lifecyde
Management
Disaster
Resconery
Access Control Sign-On
Dataloss Cybe ]
: yhersecurity
Mobile Device Prevention Developrnent Prograrms
Managerment Log Platform
& Managerent
; Metwork Cybersecurity
Enterprise ’ ;
: . Threat Detection Talent Fip=lines Transformed
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